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ABSTRACT
We present an access-control policy specification and verifi-
cation process that is well-suited to model survivability of
information resources under threat of compromise. Our pro-
cess differs from the traditional policy engineering methodol-
ogy in many ways. First, we contend that traditional safety-
property modeling cannot provide any guarantees when the
policy enforcement mechanisms are compromised. There-
fore, we extend traditional access control specifications by
modeling insecure states and transitions explicitly, to de-
scribe possible system behavior after compromise.

Next, we observe that it may not always possible to re-
cover from an insecure state, and both compromise and
recovery impact the availability of information. Based on
these observations, we refine traditional information secu-
rity properties as liveness assertions and explicitly add re-
covery actions to our specifications, to guarantee resources
are available to legitimate users infinitely often, in spite of
malicious attacks or inadvertent compromise. We explain
our process using an example behavioral specification and
show how we can define different measures of availability
and verify them using standard model-checking techniques
within this framework.

Categories and Subject Descriptors
D.4.6 [Operating Systems]: Security and Protection—Ac-
cess controls

General Terms
Security, Design

Keywords
Security policies, Access control models, Survivability, Live-
ness, Availability
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Traditional security engineering for information protec-
tion begins with the specification of confidentiality, integrity,
and information flow policies. These policies are usually de-
fined within the framework of an abstract state-transition
model of the information system. The states correspond to
a snapshot of entities, resources and policies, and the tran-
sitions are actions (such as read and write) that can change
their values. Policies typically specify what is and what is
not allowed by different entities in the system, in terms of
their information access behavior and interaction [3].

A policy specification divides the states and transitions of
a system into two types: authorized and unauthorized. Au-
thorized states correspond to those states explicitly allowed
by the specification. Transitions are only allowed between
authorized states. A system is never allowed to bootstrap
in an unauthorized state. Unauthorized actions from autho-
rized states are constrained by resource-access mechanisms
that also enforce the policies. These mechanisms (e.g., refer-
ence monitors) typically intercept access requests and apply
a test of policy membership to decide if the action is allowed
or not according to the policy specification.

Security engineers translate the policy specification into
an implementation by initializing the system in a verifi-
ably authorized state, and designing appropriate resource
access mechanisms that explicitly check for policy member-
ship. The implementation is derived from the model, and
the offline process of state-transition based policy engineer-
ing provides security engineers a methodology to validate
their designs formally. Actual testing is required after im-
plementation, to verify if a system implements the policies
correctly.

In order to keep the analysis of a system model tractable,
many researchers focus on finite-state state-transition mod-
els that severely constrain transition access behavior. Con-
fidentiality, integrity and some information flow policies are
typically modeled as safety properties (“nothing bad hap-
pens”) within this framework. The safety question is usu-
ally decidable for such models, which is answered by explor-
ing the state space exhaustively for all possible authorized
states and transitions to show that bad things do not hap-
pen. This modeling and validation process is an attractive
choice for security engineers seeking to certify that a given
model provides provable guarantees.

We claim that the formal modeling and validation of
safety properties using a state-transition model as described
does not represent real system behavior. One major draw-
back of the traditional policy engineering process is that
once a policy enforcement mechanism is compromised, the



assurance provided by the model becomes worthless. Safety-
property modeling does not account for the fact that parts of
the system may become insecure due to vulnerability expo-
sures or attacks, and the same resource may be in authorized
and unauthorized states over the lifetime of the system. In
real systems that are constantly under threat of attack, dis-
covering new vulnerabilities may lead to compromise and
invalidate the assurance.

In this article, we explore the design a new policy engineer-
ing process that can specify how to recover from informa-
tion compromise by explicitly modeling insecurity. Instead
of designing for safety, which cannot account for unautho-
rized behavior, we argue that traditional policies need to
be refined as liveness properties (”something good eventu-
ally happens”) to accurately model compromise and enable
recovery-oriented security.

We first explore how compromised policy enforcement
mechanisms can lead to information exposure, and inves-
tigate what it means to recover from integrity and confi-
dentiality failures. We observe that a confidentiality failure,
e.g., when an unauthorized entity obtains confidential in-
formation, can be handled by isolating the entity, and pre-
venting it from disseminating or using that information. In-
tegrity compromise may be handled by rolling-back the state
of the system to a previously known uncompromised state.

In order to develop a theory of information protection that
explicitly includes the notion of recovery from compromise,
we focus on availability, specified as a liveness property, as
a measure of survivability. The goal of many attackers is
to prevent authorized users from accessing their authorized
information. As a result of a threat or exposure, information
that was once available to authorized users may now become
unavailable or unusable.

The rest of this article is organized as follows: In Section
2, we present definitions of standard information-protection
policies and describe the traditional policy engineering pro-
cess. In Section 3, we show we can extend these standard
definitions to include notions of compromise and recovery
in a state-transition model and introduce availability as a
property that can be described in this framework. In Sec-
tion 4, we show we can model compromise, survivability and
recovery. Section 5 presents related work and we summarize
our contributions in Section 6.

2. BACKGROUND
Traditionally, information protection is defined in terms of

confidentiality and integrity properties. Availability is also
often mentioned as a desirable information security prop-
erty but is not as rigorously studied as the other two. To
the best of our knowledge, the specification and use of of
availability policies for recovery-oriented security has not
been proposed before. Information Flow security is another
desirable property and is intrinsically related to confidential-
ity. A complete discussion of information flow survivability
is outside the scope of this paper.

In this section, we present standard definitions (adapted
from [3]) of confidentiality and integrity policies, and de-
scribe how they are enforced using access control mecha-
nisms. We also briefly describe the standard state-transition
modeling process and show how these properties are de-
scribed as safety properties within this formal framework.
This section provides a notational background to the de-
scription of compromise, recovery, and availability policies

in Section 3.
Our model consists of a set S of subjects, set O of ob-

jects, R the set of rights, and the access matrix A[s, o] ∈ R,
similar to the standard formalism used in [9]. Let the set of
requests Q = {〈s, o, r〉|s ∈ S, o ∈ O, r ∈ R}, where each re-
quest q ∈ Q corresponds to an information access command
issued by subject s on object o using object interface r. A
state or configuration v ∈ V in our system is the snapshot of
the set of all entities and resources that are currently active
in the system, as well access rights installed in the access
matrix, represented as (S, O, A). The transition function
T : V × Q → V transforms the system from one state to
another when the request is executed. Therefore, we define
a transition v −→ v′ as 〈(S, O, A), {q}〉 −→ 〈(S′, O′, A′)〉
where q ∈ Q. All or no elements of (S, O, A) may change
during the transition. In order to keep the notation com-
pact, we only explicitly include resource sets that change as
a result of executing the request on the current state of the
system.

2.1 Confidentiality and Integrity
Confidentiality is concealing information, or preventing

unauthorized access to a resource, and integrity refers to
preventing unauthorized modification. They are formally
defined as follows (adapted from [3]):

• Confidentiality: A confidentiality policy PC with re-
spect to subset C ⊆ O of objects partitions the set of
subjects S into two sets SC and SC . Subjects in SC

have no knowledge of the existence or contents of the
information resources in C, nor can they access it using
any of the rights in A[s′, o],∀s′ ∈ SC . PC explicitly
specifies rights r that subjects s ∈ SC can use to re-
trieve specific information from C.

• Integrity: An integrity policy PI with respect to sub-
set I ⊆ R of objects partitions the set of subjects S
into two sets SI and SI . Subjects in SI are not allowed
to modify the information in I. PI explicitly specifies
rights r that subjects s ∈ SI can use to use to modify
specific information in I. Changes made by any entity
in SI are trusted by all entities in SI .

Information flow policies are an alternative way of look-
ing at information protection. An information flow policy
quantifies the effect of observing a set of information re-
quests and responses and inferring the protection state of
the system from this process.

2.2 Modeling Dynamic Behavior
We abstract information access behavior of our entities,

borrowing standard filesystem terminology, in terms of three
types of interface methods, i.e., R = {read, write, execute}.
These methods stand as place-holders for particular request
types. In real implementations, these methods may map to
different application specific commands. The read method
corresponds to the interface used to retrieve an informa-
tion resource. A state variable in the reading entity’s ad-
dress space receives the contents of the resource. The write
method enables modification of the information, and the
state of the resource itself is changed. Allowing an execute
method on a resource may change the state of other informa-
tion resources in the system. Other methods can be modeled
in a similar fashion.



We give examples of a user s1 trying to read file file1 into
file temps1, trying to write temps1 in to file1, and trying to
execute login.sh, which reads passwdfile:

Read
〈({s1}, {file1, temps1}, A), 〈s1, file1, open〉〉 −→
〈({s1}, {temp′s1 = file1}, A)〉

Write
〈({s1}, {file1, temps1}, A), 〈s1, file1, write〉〉 −→
〈({s1}, {file′1 = temps1}, A)〉

Execute
〈({s1}, {login.sh, passwdfile}, A), 〈s1, login.sh, execute〉〉
−→ 〈({s1}, {passwdfile′}, A)〉

The set of policies P = {(s, o, r)|s ∈ S, o ∈ O, r ∈ R},
describes the set of authorized requests QA in the system.
The set QA = Q−QA is the set of unauthorized requests.

As mentioned earlier, we observe that confidentiality and
integrity policies can be enforced by intercepting and val-
idating actions against the policy tuples, and denying the
action if the corresponding policy tuple cannot be found in
the system. Therefore policies act as guards on the transi-
tion between configurations.

Using the abstractions presented so far, we define a secure
transition, which is a conditional transition, augmented with
a test of policy membership.

Definition 1 (T1). A transition between two configu-
rations 〈(S, O, A), {q}〉 −→ 〈(S′, O′, A′)〉 is called secure if
request q also ∈ P . Note it may or may not change the state.

A null transition describes how a subject cannot change
the protection state if he or she is not allowed to do so by
the policy. Note the protection state in this transition does
not change.

Definition 2 (T2). A null transition leaves the sys-
tem unchanged for request q in 〈(S, O, A), {q}〉 −→
〈(S, O, A)〉 if r /∈ P .

The state transition between a configuration with an
empty or any request set, and a configuration with a request
is unconditional and automatically allowed in the system, re-
gardless of whether this transition is followed immediately
by a secure or a null transition. Transitions T1 and T2 de-
scribe what is called the “policy membership” test of safety
for access control models.

An unconditional transition is defined as follows:

Definition 3 (T3). An unconditional transi-
tion is the transition (〈(S, O, A), φ〉 ∨ 〈(S, O, A)〉 −→
〈(S, O, A), {q}〉, where q ∈ Q is any request.

The set of requests allowed in a system implementation is
a subset of the set of policy tuples then our system is secure.
If these two sets are equal, our system is precise.

This formulation of “good behavior” gives us a method-
ology to validate that a system implements the policies ac-
curately by comparing the set of all observed transitions
for each entity with its set of authorized transitions. If the
transitions in the system are restricted to T1, T2 and T3,

we can also show that the system only exhibits authorized
behavior.

In the next section, we examine this process critically and
identify what we think are its major weaknesses. In particu-
lar, we claim that this process of policy engineering does not
account for compromise. The security guarantees provided
by this process are all-or-nothing. We describe how we solve
this problem and provide a framework for describing policy
compromise and recovery.

3. ENGINEERING FOR COMPROMISE
AND RECOVERY

The traditional policy engineering process and the state-
transition abstraction described in Section 2 is attractive
because of its simplicity. However, it makes one very strong
assumption. It assumes that the policy implementation
mechanisms cannot be compromised. In this paper, we argue
that this assumption is a major weakness of existing policy
modeling and analysis techniques. They are simply not rich
enough to model the notion of survivability. In order to de-
scribe the behavior of a system under attack, we argue that
we need to explore how things can “go wrong” with respect
to the configurations and transitions described in Section 2.

In this section, we show how we can extend the model of
Section 2 to include the notion of compromise in Section 3.
1. In Section 3.2 we explore what it means to recover from
confidentiality and integrity compromise. Next, we show
how we can describe the notion of recovery using availability
as a measure of the survivability in Section 3.3.

3.1 Modeling Compromise
In Section 2.3, we define a secure transition between con-

figurations as a transition that is explicitly allowed by the
policy specification. This formulation assumes that the pol-
icy membership test is always done correctly, thereby en-
suring all transitions are authorized by the policy. This
behavior is depicted by the event-graph shown in Figure 1.

Figure 1: Event Graph for Access Control Decisions

In real systems, the policy enforcement mechanisms may
be compromised by either maliciously by attackers, or ex-
posed as a vulnerability due to poor software engineering.
In particular, different types of “faults” or deviations from
authorized behavior may manifest themselves. We show this
pictorially by augmenting the event-graph with faults to pro-
duce a fault-graph in Figure 2.

Figure 2: Fault graph for Access Control Decisions

In particular, the dashed edges in Figure 2 correspond
to the transitions that compromise the policy. The first
type of compromise corresponds to a denial of service, i.e., a
legitimate entity is prevented from completing a legitimate
action. However, the information itself is not compromised
and its effect on the system is benign. The second type of
compromise is malicious and may to lead to irretrievable loss
or modification of information by unauthorized entities. We
model both type of compromise in our analysis.

In particular, the dashed edges in Figure 2 correspond
to the transitions that compromise the policy. We claim



that the first type of compromise corresponds to a denial of
service (DoS), i.e., an authorized entity is prevented from
completing a legitimate request. However, the information
itself may not compromised and its effect on the system is
usually benign. The second type of insecurity can lead to
information compromise, and may to lead to irretrievable
transfer or modification of information by unauthorized en-
tities. Note the distinction between policy compromise and
information compromise. Policy compromise can be DoS or
may lead to information compromise. We introduce these
two types of insecure behavior into our model using the fol-
lowing transitions:

Definition 4 (T4). An insecure but benign transi-
tion leaves the system unchanged, even if it is authorized by
the policy. It is a transition of the form 〈(S, O, A), {q}〉 −→
〈(S, O, A)〉 if q ∈ P .

Note that this transition has no effect on the state variables
(S, O, A).

Definition 5 (T5). A transition between two config-
urations 〈(S, O, A), {q}〉 −→ 〈(S′, O′, A′)〉 is insecure and
malicious if request q is /∈ P .

Note that this transition changes the protection state
(S, O, A), even though it is not authorized by P .

Once policy compromise occurs, it is useful to explore the
nature of damage caused by an insecure transition. In the
case of failure to a confidentiality policy, the consequences
of the compromise can be malicious or benign as described.
To elaborate, a confidentiality compromise could be one of
the following:

1. A subject s ∈ SC that was allowed to read object o
according to the system policy PC , but is denied this
action by policy enforcement mechanisms. Informa-
tion that could be exchanged freely has now become
unavailable. However this compromise cannot propa-
gate confidential information further.

2. A subject s ∈ SC that was not allowed to read object
o now suddenly has access to information in o and can
further propagate this confidential information, possi-
bly allowing other unauthorized entities in SC access
to this information.

An integrity compromise can also be one of two types:

1. A subject s ∈ SI that was allowed to write and modify
an object o according to the system policy PI , but is
denied this action by policy enforcement mechanisms.
As a result, the information may be stale and not use-
ful to other entities in SI .

2. A subject s ∈ SI that was not allowed to modify o now
suddenly has the ability to change it. Entities in SI

now have to trust an entity in SI . Compromised in-
formation may further propagate through the system.

In the next subsection, we explore what it means to re-
cover from compromise, specifically, in the case of confiden-
tiality and integrity properties. In Section 3.3, using the
lessons learned from this exercise we define a new measure
for the ability to recover from compromise.

3.2 Recovery
Recovering from policy compromise involves preventing

authorized users from accessing compromised information in
the system in the case of a malicious transition, or restoring
the availability of a resource that was denied to authorized
users in the case of benign insecurity.

In many cases, it may not be possible to prevent an unau-
thorized entity from obtaining confidential information, but
we may be able to prevent its spread. To do this, the system
can constrain future behavior of this entity by denying all
actions (such as read and write) that can spread the infor-
mation. The information itself is not compromised and can
be used by other entities safely.

When a resource’s integrity has been compromised by an
unauthorized user, and is detected at a later point in time,
the system can rollback actions and restore values to a previ-
ously saved uncompromised state of the system. Sometimes
it may be necessary to restart the system in order to accom-
plish this. This recovery action is expensive and its effect
is similar to a benign integrity compromise after recovery.
Information is stale but not compromised. For applications
that rely on freshness of information, this has the effect of
making it unavailable. Other strategies such as storing mul-
tiple redundant copies, using error correcting codes, etc.,
can help restore partial integrity.

Therefore, we observe that a benign confidentiality fail-
ure impacts the availability of an information resource to a
legitimate entity. Similarly, a malicious confidentiality fail-
ure, if detected makes confidential information available to
unauthorized users. A benign integrity failure impacts the
freshness of the information, and recovering from a malicious
integrity failure also has the same impact. Furthermore, re-
covering from integrity or confidentiality compromise may
impact the availability of other resources in the system. The
common thread through all these compromise and recovery
scenarios is how they all impact availability of a resource at
the expense of its security.

Based on this observation, we contend that the availabil-
ity of a resource is a measure of its survivability. We expand
on this notion and describe how to specify availability prop-
erties next.

3.3 Defining Availability
The term “availability” is overloaded and has many dif-

ferent definitions in different fields of computer science. We
define availability as a measure of the survivability of an
information protection system against compromise. Com-
promise may cause unavailability. Recovery may or may
not restore availability after compromise. Availability is the
ability of a system to provide legitimate users access to a
uncompromised resources infinitely often.

The relationship between availability and traditional con-
fidentiality and integrity is explained next.

• Availability: Availability is a refinement of integrity
and confidentiality. Whether an entity is allowed ac-
cess to a specific resource and application interface
method or not depends on the confidentiality and in-
tegrity policies. Given that an entity can access a re-
source, an availability policy PA with respect to subset
A ⊆ C ∪ I of resources, partitions the set of entities
E into two sets EA and EA. Entities in EA are al-
lowed access to specific resources in A infinitely of-
ten, as specified in PA. Entities in EA are given no



guarantees. Note both entities in EA and EA have
qualified access to resources in A, i.e., both EA and
EA ⊆ EC ∪ EI .

Availability is therefore a transient measure of in-
formation protection. Notice the definition of insecure
transitions allows us to model information compromise and
recovery. Without these explicit notion of insecurity, it is
not possible to enable a temporal notion of security.

In the next section, we explore how we can define qual-
itative and qualitative availability properties and develop
validation techniques to verify if a specification can make
strong availability guarantees. We explore different defini-
tions of availability to model survivability and recovery, and
show how we can analyze them in the framework of our
model.

4. AVAILABILITY SPECIFICATION AND
ANALYSIS

In this section, we formalize the notion of availability, in
both qualitative and quantitative terms with respect to the
augmented state-transition model of Section 3. In Section
4.1, we define availability as a property of execution traces.
Next, in Section 4.2, we show how we can use standard
model-checking and other analysis techniques to validate
availability properties of traces. We show example spec-
ifications which implement model different behaviors and
analyze them with respect to their ability to satisfy avail-
ability properties.

4.1 Specifying Availability
We define availability on execution traces of resource ac-

cess. We define a trace as follows:

• A trace ts is an ordered sequence of configuration and
transitions associated with a single subject s in our
system.

We represent it symbolically with its end-points as
〈(S, O, A), Q〉 ;T1−T5 〈(S′, O′, A′)〉, using (;) to model
the sequence of states and transitions of type T1 – T5.

Using this as the basic abstraction of dynamic behavior,
we can define availability properties as temporal logic for-
mulas that can be satisfied by traces of system behavior.
We use CTL [4] to formulate these properties. Since CTL
is widely used, we do not define its syntax and semantics in
detail.

CTL formulas are interpreted over a computation tree of
entity behavior. A computation tree is formed by designating
a state in a state-transition graph as an initial state and then
unwinding the structure, by applying all possible transitions
in turn, to form an infinite tree with the designated state as
root. A model satisfies a CTL formula Af , if we can prove f
is true “in all computation paths”, it satisfies formula Ef if it
is true “in some computation path”. Similarly the temporal
operator Gf asserts that the formula f is true in all states
of the model in the future, and the formula Ff asserts that
some state that can satisfy the property will be reached
eventually. In CTL, G and F must be immediately preceded
by the path quantifiers A or E. Therefore CTL formulas
describe properties of states along paths of computation in
a model. Our notion of trace is a projection of the path for
a given user.

An information resource o, is survivable for subject s using
privilege r if we can always guarantee the following:

Definition 6. A model of information access behavior is
survivable if it can satisfy

AG(EF(〈(S, O, A), {〈s, o, r〉}〉 ;T1−T5 〈(S′, O′, A′)〉))

A model that satisfies this property can guarantee that it
is globally true along all paths in our model that there exists
some path (and hence trace) in the future where we can issue
a request and expect to get an appropriate response. We
claim that this property captures the notion of survivability,
in the sense that it describes that the model is capable of
satisfying a user’s request. It may not be able to satisfy it
always because of insecurity. However, if a model augmented
with insecure behavior can satisfy this property, it means
that the system is capable of surviving misbehavior.

Formulating an availability policy in this manner allows
us to exploit temporal logic frameworks to validate if this
property can be satisfied by a specification. Specifically, we
can use standard automated model-checking techniques [4]
to verify this property in a formal model of augmented ac-
cess control. For denial of service, we argue that we need
to capture resource consumption behavior at a finer granu-
larity to be able to specify the effect of system load, which
is beyond the scope of this paper. We show how we can
build a system and validate whether it is survivable in the
next subsection. We also explore how to model recovery,
and show how it requires stronger guarantees.

4.2 Validating Availability
In this subsection, we illustrate how defining availability

as a liveness property, and explicitly modeling insecurity can
describe specify as well as validate models that are surviv-
able and have the ability to recover from compromise. We
explain this with the help of a simple example. Consider the
following system configuration:

S = {John}
O = {foo, bar, temp}
A[John, foo] = read
P = {〈John, read, foo〉}

Figure 3: Behavioral Specification for Safety

John’s behavior can be specified using the behavior graph
shown in Figure 3(i). John starts initially in secure state
〈(S, O, A), φ〉. (Note φ is the same as the empty set {}).
Whenever John issues an action to read file foo, a tran-
sition of type T1 (secure) is enabled because the tuple
{< John, read, foo >} can be found in P , and the vari-
able temp is assigned the value of foo. If John attempts to
read file bar, since it is not explicitly allowed, a null transi-
tion (type T2) occurs as shown in Figure 3(ii). We simplify
our notation to make it more readable. John’s request to
read a file foo is written as John.read(foo), and the ap-
propriate termination state as John.response(foo). If the
state does not change we represent it as No change. Note
the two starting states in both Figure 3(i) and (ii) and in
other figures in this section are exactly the same state. We
represent it as two separate graphs for convenience.



The traditional definition of access control safety to spec-
ify John’s desirable behavior, in a computation tree starting
in state 〈(S, O, A), {}〉 is as follows:

Property 1 (Access Control Safety I).
AG(John.read(foo) ;T1−T3 John.response(foo))

This property asserts that John is allowed to read file foo
if the policy allows it, and obtain an appropriate response.
Similarly, the rule saying John cannot read file bar for which
he does not have access to is represented as:

Property 2 (Access Control Safety II).
AG(John.read(bar) ;T1−T3 No change)

These safety properties can be trivially verified against
the example specification by observation.

4.2.1 Modeling Compromise
Now suppose that the policy enforcement mechanisms

are compromised, either explicitly by an attacker, or in-
advertently by poor software engineering. The behavioral
model that defines only authorized states and transitions,
presented in Figure 3, is not capable of modeling this be-
havior. The system may enable transitions of type T4 (be-
nign insecurity) or of type T5 (malicious insecurity). The
state-transition graph of Figure 3 is augmented with inse-
cure states as shown in Figure 4.

Figure 4: Behavioral Specification with Compromise

In Figure 4(i), in addition to T1, a compromised enforce-
ment mechanism can arbitrarily deny John access to foo by
executing type T4 transitions repeatedly. In addition, as
shown in Figure 4(ii), John may be able to access file bar,
executing a type T5 transition, even though it is explicitly
forbidden by the policy. Expanding the model into a compu-
tation tree, we observe that the safety properties described
earlier are violated by transitions T4 and T5.

Now we define a survivable version of access control safety
as an availability property. For the given system, we claim
that the specification is survivable if it can satisfy the fol-
lowing property for benign insecurity:

Property 3 (Access Control Survivability).
AG(EF(John.read(foo) ;T1−T5 John.response(foo))

This property asserts that whenever John issues an autho-
rized request to read file foo, along all paths of computation,
the trace that corresponds to compromise-free behavior will
be satisfied some time in the future. Model-checking this
property verifies that this model is capable of compromise-
free behavior. However, John’s requests to read the file
may be denied repeatedly by transitions of type T4. Fur-
thermore, we show that the model is capable of malicious
behavior (transitions T5). The model in Figure 4(ii) also
satisfies:

Property 4 (Access Control Vulnerability).
AG(EF(John.read(bar) ;T1−T5 John.response(bar))

4.2.2 Recovery
Next, we examine if we can augment Specification 4(ii) to

include an explicit notion of recovery. If the information bar

is compromised, as shown, we explore how we can change
the specification to define recovery. For this we define the
symbol nil as an empty file. We augment the specification
of Figure 4(ii) with a new transition that resets the value of
temp to nil immediately after it is assigned to bar, before
John can read temp. This hypothetical situation is shown
in Figure 5.

Figure 5: Behavioral Specification with Recovery

The access control recovery property is specified as fol-
lows:

Property 5 (Access Control Recovery I).
AG(AF(John.read(bar) ;T1−T5 No change))

This asserts that it is always possible for the model to
recover from an insecure transition of type T5. If we can
guarantee this modified behavior, then the system can re-
cover from a confidentiality compromise. Model-checking
this property shows that our modified specification can sat-
isfy Property 5. A real system may not be able to make such
guarantees. In order to show the model is compromise-free,
we have to also show how it can prevent transitions of type
T4 in Figure 4(i) as follows:

Property 6 (Access Control Recovery II).
AG(AF(John.read(foo) ;T1−T5 John.response(foo))

This property cannot be guaranteed in the model, unless
we change the behavioral specification. Therefore the spec-
ification is still vulnerable to DoS attacks.

So far we have only modeled a system with one en-
tity. More complicated models can exploit standard model-
checking techniques since these policy specifications corre-
spond to standard CTL formulas, and the behavior can be
easily written as a Kripke model [4]. When we have multiple
entities and resources, the specification process can get com-
plicated. When a vulnerability or the integrity of a resource
is compromised, it may be possible to prevent other entities
from future compromise by temporarily suspending read and
write access by other entities, making it unavailable in the
process. In [13], we explore how to change policies dynami-
cally, without sacrificing consistency and preserving existing
trust relationships. The mechanisms we describe there can
be adapted to this specification process seamlessly.

4.2.3 Recovery Analysis
As mentioned earlier, recovering from information com-

promise may or may not always be possible. It depends
mainly on the way information resources are structured in
the system. If the policies can partition groups of resources
into disjoint sets, with respect to the entities that are al-
lowed/not allowed to read or write to the resource, infor-
mation compromise can be contained more effectively. We
explain this with an example.

Consider a set of subjects S = {s1, s2, s3, s4} and a set
of objects O = {o1, o2, o3}. Let the confidentiality policies
be Ps1 = {< s1, o1, read >, < s3, o1, read >}, Ps2 = {<
s2, o2, read >}, Pr3 = {< s1, o3, read >, < s3, o3, read >},
Pr4 = {< s2, o4, read >}. Now we construct a bipartite
graph between entities and resources and connecting them
with an edge if there is a policy authorizing the entity to



perform the action on the resource. In this example, we find
that entities s1, s3 and resources o1, o3 form a connected
component and they are disconnected from the graph formed
by s2 and o2, o4. As a result information compromise in
one connected component does not affect the resources or
entities in the other. One the other hand, if the entire graph
was one connected component, recovery actions are harder.

We can construct a similar graph for integrity policies for
write actions. If we superimpose both graphs, we can easily
check if there are any flows of information between them.
The structure of these relationships between resources and
entities plays an important part in recovery analysis. We
plan to study this relationship further in the future.

When there are multiple recovery strategies that may lead
to different resources becoming unavailable over different
lengths of time, often it may be useful to perform a cost-
benefit analysis. For example, we may prefer to perform a
more expensive strategy to protect a critical resource and
make many less critical resources in the system unavailable
temporarily. We are working on formalizing this problem
and hope to provide more insights in the future.

In addition to malicious behavior, often times, uncompro-
mised resources may become temporarily unavailable to au-
thorized users, because of poor resource engineering or poor
design of resource access mechanisms. In addition, malicious
users may take advantage of this to overload resource-access
mechanisms with unwanted requests, thereby denying ser-
vice to authorized users of the resource. In order to capture
this aspect of policy compromise, viz., denial of service be-
havior we show in [12] we can extend our simple semantic
model to include resource consumption behavior on different
entities in the system, and define useful properties to capture
this problem and explore and analyze different strategies for
recovery.

In the next section, we present related work and situate
our work in the context of other research in survivability of
information systems.

5. RELATED WORK
In this section, we summarize related research with re-

spect to information survivability. Survivability is defined
as the ability of a system to continue operation, especially
in the presence of accidental failures or malicious attacks [8].
Most of the research in the past has focused on two aspects
of survivability : intrusion tolerance and database surviv-
ability. Many of these researchers suggest specification tech-
niques for different notions of availability, dependability, re-
liability and security.

Intrusion tolerance in distributed systems [6] is a well re-
searched area. The area evolved from the study of the re-
lationship between fault-tolerance and security techniques.
More recently, Avizienis et al [2] have defined different at-
tributes of dependability that include availability, reliability,
safety, confidentiality, integrity and maintainability.

Researchers have focused on different abstractions and
mechanisms of specifying intrusions, as an analogy to the
fault classification and analysis. Researchers have worked
on design of intrusion tolerant applications [15], commu-
nication protocols [7] and software infrastructure. The
ITUA [5] project describes a middleware architecture along
with a suite of intrusion tolerant communication protocols
and analysis techniques that exploit adaptation and unpre-
dictability for tolerating the impact of cyber attacks.

Database survivability is also a well researched topic. In
[11, 1] the authors present trusted recovery in database sys-
tems as an example, to illustrate the principles of trusted
recovery in defensive information warfare [14]. This work
defines the the notion of malicious and benign transactions
and their dependence. They also present techniques for re-
covering databases from inconsistencies after an attack.

More recently, Jha and Wing [10] propose a systematic
method for survivability analysis based on injecting events
into a system model and observing its effects in the form
of a scenario graph. They provide a general framework to
specify different aspects of survivability as both safety and
liveness properties and suggest techniques for reliability and
cost-benefit analysis.

We believe that none of these researchers focus on the
issue of policy engineering of access control properties for
survivability. We believe that defining the relationship be-
tween availability and traditional confidentiality and in-
tegrity properties is our unique contribution in this article.

6. CONCLUSIONS
In this article, we presented a new policy engineering pro-

cess that extends the traditional policy specification and ver-
ification methodology by explicitly modeling insecure states
that correspond to policy compromise. We argued that the
traditional safety-based policy engineering frameworks are
not rich enough to capture the notion of survivability. In its
place, we proposed that one needs to rethink confidentiality
and integrity in terms of liveness properties, which specify
that good things eventually happen.

We defined secure availability as the new measure of sur-
vivable security. Using this formulation, we showed how we
can introduce the notion of recovery into the policy engi-
neering process. Information protection, and information
warfare in particular, can be modeled as maximizing avail-
ability under compromise. In order to guarantee availabil-
ity of critical resources, we explored the notion of recovery
from compromise. We observed that the policies themselves
may need to change during the lifetime of a system, in a
well-defined and controlled manner, in response to perceived
threats and exposures to guarantee availability.

We also explored formal specification of qualitative no-
tions of availability using a trace-based characterization of
resource-access in a state-transition graph. We described
specific properties for an example specification that includes
explicit modeling of compromise and recovery, and showed
how we can use standard model-checking techniques to ver-
ify if a specification can guarantee these properties. With
our analysis, we showed that it may not always be possible to
recover from information compromise, but changing policies
dynamically, and manipulating the availability of different
entities, could prolong the lifetime of critical resources.
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