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Abstract

Security is an important concern in the active networking
paradigm because a breach in security can quickly compro-
mise many systems in the network. This paper describes
an extensible, reconfigurable security architecture that is
flexible and accommodates a wide variety of security poli-
cies and mechanisms. It provides applications and users
the ability to create and enforce highly customized and
situational policies dynamically, and is well-suited to the
security issues in active networks.

Seraphim [7] implements this architecture and allows
the creation of dynamic security policies. Innovative ap-
plications use these policies in an exploration of the na-
ture and scope of “dynamic security”. The implementa-
tion facilitates research of interoperability and portability
security issues. Based on the experience from this effort,
we are investigating a unified model for security mecha-
nisms that preserves security guarantees across domains.
Keywords: active networks, security, policy, access con-
trol, active capability, reference monitor, interoperability,
dynamic, reconfigurable

1 Introduction

Active networks aim to provide a software framework that
enables network applications to customize the processing
of their communications. Applications encapsulate the
methods that manipulate the data, with or without the
data itself, and inject these capsules into the network.
Active routers install and execute these capsules on the
data dynamically, thereby facilitating fast protocol and
service deployment. Securing this infrastructure against
threats and exposures remains a major challenge in this
paradigm.

The traditional definition of security includes authen-
tication, access control, and encryption. Active network
applications and routers can establish a basis for trust
through mutual authentication. Encryption and digital
signatures can protect the privacy and integrity of the
active network capsules that contain code and data. Ac-
cess control mechanisms and security policies can provide
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controlled access to router resources and routed code and
data. Much security research for active networks focuses
on providing a secure environment for the routers that
primarily

e prevents malicious behavior of arbitrary user code
and

e protects the user code and data from malicious
routers [22].

Research at MIT identifies the use of active networks
to locate and neutralize the source of unwanted network
traffic like ping and ack packets [25]. This kind of applica-
tion of active networks suggests the possibility of develop-
ing “active security”, programmable security policies and
mechanisms that respond dynamically to the activities on
the network.

Our research complements these efforts and emphasizes
the possible applications of active security in an active
network. In the course of our research, we have studied
applications of active security to the issues of interop-
erability and dynamic security policies. Most existing
security provisions, especially regarding policies and ac-
cess control, are static in nature. Once a security sys-
tem is deployed within a network, the provisions are dif-
ficult to change and modify dynamically. For example,
most security systems cannot change security policy im-
plementations in response to a successful security attack.
Though a wide range of security policy types have been
proposed, most systems implement a common subset of
these policies and mechanisms. Applications that require
sophisticated security requirements and customized secu-
rity policies must use lesser or weaker security guarantees
provided by the deployed static security system. In the
spirit of the motivation for developing active networks,
our approach provides a unified security framework that
allows users or applications to create and enforce their
own security provisions and policies, similar to customiz-
ing their own communication protocols. We identify two
example application scenarios that benefit from such flex-
ible security support:

e Dynamic Firewall Formation: The creation of dy-
namic protection domains or enclaves is very useful



in many situations. In this way, a security system
can build agile and dynamic firewalls in reaction to
the detection of a security attack, thereby isolating
the target of the attack from its attacker. When
an active security administrator or trusted authority
detects intrusion, it can send out an active capsule
carrying a security agent with the appropriate vac-
cine. This can be used to build a dynamic line of
defense against outside attacks and to raise the level
of security within the domain. When the threat dis-
appears the administrator or trusted authority can
transmit another active capsule in order to resume
normal operation. This can be used as a very pow-
erful security tool in conjunction with intrusion de-
tection and countermeasure systems.

e Secure Emergency Multicasts: Emergency notifica-
tion of events like a storm warning must be secure
to be effective. We describe a “geo-casting” scheme
to alert or warn subscribers about natural disasters
like tornadoes passing through a geographic region.
A multicast group is formed using dynamic join and
leave, based on geographic information. As the tor-
nado moves, the multicast group can move along
with it by adding and removing appropriate receivers
in real time, using a fast join and leave. Active cap-
sules can be sent to meteorological “subscribers” in
a larger area, or to mobile users to warn that they
are entering a danger area. Active security is used
to reduce false alarms and to prevent unauthorized
use of the system.

In this paper, we present a dynamic, fully extensible,
interoperable security architecture based on and built into
the underlying active network architecture. This archi-
tecture allows the configuration of existing active net-
work routers with only a minimal set of security functions.
These functions are used to recursively install and sup-
port the secure deployment of new security mechanisms.
For instance, sophisticated and application-specific or
user-specific security functions may be installed at run
time using a secure recursive reconfigurable bootstrap-
ping process. Currently, our framework provides mecha-
nisms to specify, separate and enforce a number of differ-
ent and often mutually exclusive access control policies
dynamically. In addition we allow applications to en-
capsulate credentials and to encode situational policies
that are authenticated by a trusted policy server to add,
alter or revoke existing access control rules and mech-
anisms dynamically. Applications write active network
code which uses these credentials and policies to inject
customized security into the routers. Much of the archi-
tectural framework has been built and tested in Seraphim
[7, 16]. Thus, applications may choose an access con-
trol policy and enforce this policy on their active network
code. The framework can provide consistent security pol-
icy guarantees and platform independent enforcement of
security policies across all active routers.

Section 2 of the paper gives a brief overview of the im-

portant terms and presents a self contained tutorial on
some of the background material. Section 3 describes our
architecture and talks about its place in the general ac-
tive network architecture. Section 4 focuses on the imple-
mentation of the reference monitor and its flexible policy
framework. This allows us to create and enforce dynamic
policies. Section 5 talks about our testbed implementa-
tion and some of the experiments that we have performed
using our testbed. Section 6 talks about related work and
the final section talks about our conclusions.

2 Background

Although our research investigates dynamic security pro-
visions for all aspects of security including authentication,
access control, and encryption, in this paper we empha-
size access control. Access control is the mechanism by
which a security system exercises control over the access
and utilization of shared resources. Historically access
control has been defined in terms of < subject, object >
tuples and access control matrices. Typically the ma-
trix is indexed by the name of the user (the subject)
and by the resource that needs to be protected (the ob-
ject). The intersection of this pair contains a Boolean
value that indicates whether the access is allowed or de-
nied. (The method is usually encoded implicitly in the
Boolean value.) For example, Unix file systems use 3 bits
to encode various combinations of read, write, and exe-
cute permissions for files. However, this matrix method
of implementation does not scale to systems that serve a
large number of users with a large number of resources.

The security policy associated with an access control
mechanism refers to the characteristics of the security
that it enforces. A variety of types of access control poli-
cies have been defined in the literature including Manda-
tory Access Control(MAC), Discretionary Access Control
(DAC), Double Discretionary Access Control (DDAC)
and Role Based Access Control (RBAC).

The simplest form of access control is DAC which may
be represented directly by the matrix model. Typically a
DAC policy implementation maintains an indexed list of
allowed < subject, object, operation > triples. Unix file
system permission is a simplified example of a DAC pol-
icy. DDAC maintains two lists, an “allowed list” similar
to DAC and a “denied list”. MAC policies use the con-
cept of labeling. A military example of labeling has labels
“Top Secret”, “Secret”, “Confidential”, “Classified” and
“Unclassified”. MAC is used in trusted operating sys-
tems. Every entity in the MAC system is assigned an
immutable label. A hierarchy is defined in terms of these
labels, and access control is enforced by comparing the la-
bels. Subjects with higher labels have access permissions
that allow them to write to objects with equal or greater
labels only. Subjects with lower labels cannot read from
objects with higher labels. This is often called the “no
read up, no write down” rule [11]. This hierarchy strictly
controls the flow of information.

Among the policies listed, RBAC is the most flexible



type of access control policy [23]. All RBAC subjects are
assigned roles. Each role represents a particular set of
objects and the allowed operations on each object. The
major benefits of this aggregation are the considerable
saving in terms of space and simplification in terms of
management and enforcement. RBAC allows users to cre-
ate policies with more sophisticated specifications than
simple DAC, DDAC or MAC. A single user may have
many different roles, and different permissions depending
on the current role. Different constraints related to role
and privilege may be enforced in RBAC.

Traditional systems provide a static implementation of
any one of these access control mechanisms. For example,
system security cannot be dynamically changed from a
DAC policy to a MAC policy. Different applications with
different access control policies cannot co-exist. Typi-
cally, applications cannot be ported across different sys-
tems without compromising the security guarantees of-
fered by their access control mechanisms.

3 The Architecture

This section gives a brief overview of the basic active
network architecture [6] as proposed by the architecture
working group to provide a context for our security ar-
chitecture. The software on an active router consists of
three distinct, functionally separate layers: the applica-
tion, the EE (Execution Environment), and the NodeOS.
The NodeOS is similar to the kernel of traditional oper-
ating system. On an active network router, this compo-
nent also performs resource allocation and management.
Typical resources include shared memory, communication
channels, and routing tables. The EE runs on a NodeOS
and provides an interpreter for capsule code. An EE be-
haves like a user shell that has access to and can manip-
ulate routing tables and packets. The EE provides an
interface for accessing the NodeOS resources. Applica-
tions create capsules that include both the code to run
on the EEs and communication data. The active net-
work installs and executes the capsule code dynamically
on remote routers.

Following is a brief and self-contained overview of our
security architecture which is called Seraphim. The major
components of our architecture and their interactions in
the context of the active network architecture are shown
in Figure 1.

The key component of Seraphim is a reference moni-
tor. The reference monitor is implemented as a co-located
extension to the Node OS. Every node has a reference
monitor through which all accesses to the node resources
occur. The policy framework is a component of the ref-
erence monitor. The policy framework itself is reconfig-
urable and it can be downloaded dynamically when re-
quired. Applications or administrators use the interface
provided by the policy framework to create a customized
piece of code that encodes the type of access control policy
and other constraints used in the access control decision
making process. This code fragment is called the active
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Figure 1: Secure Active Network Node

capability (AC) [16, 9, 8].

Unlike a traditional capability, which is merely a static
authorization credential that encodes the principal and
the permissions associated with the principal, an active
capability is actually an executable Java bytecode in our
implementation. In addition, an active capability is pro-
tected by digital signatures, resides in user space, and can
be freely passed around. Conceptually, an active capabil-
ity is a piece of unforgeable code that encodes a critical,
application-specific part of the decision making code used
in access control.

By using an active capability we can encode various sit-
uational policies that depend on system attributes. For
instance, by writing a piece of code that checks the cur-
rent system time and compares it with a value stored
in the active capability we can introduce a policy that
expires after a certain time deadline. Similarly, various
enforcement and revocation schemes based on other at-
tributes like quota, history, and information content can
be implemented. These schemes are very useful in an
open internetworking environment with diverse applica-
tion requirements. An application can use quota-based
revocation to limit the amount of system resources a
client can consume. This is useful to counter denial of
service attacks.

An active capability relies on a policy framework for
context. An application presents an active capability
along with its regular data or protocol capsules to the
active router’s reference monitor at execution time. The
access control policy type and user credentials are ex-
tracted from the capability. The remote router’s reference
monitor recreates the context of the policy type within its
policy framework. If at any point during this process, the
policy framework discovers that it does not have an im-
plementation for the type of the policy, it downloads the
code dynamically into the framework, using the underly-
ing active network. It then instantiates the run-time pa-
rameters associated with the application in its sandbox-
like environment and executes the active capability in this




environment. Based on the result of the evaluation of this
active capability, the access control decision is enforced.

The principal of the active capability, which is typically
an application user, must be authenticated by a trusted
authority. The trusted authority also acts as the policy
server in our system. This entity is responsible for gener-
ating and keeping track of the active capabilities. Usually,
we associate one or more policy servers with each protec-
tion domain. Application programs contact their nearest
or least-loaded server and obtain the active capability dy-
namically.

A security proxy component was added as a tempo-
rary module in our design. Presently, the active network
community is still working on the specifications of a stan-
dardized NodeOS interface [20]. In order to provide in-
teroperability between an application written for any EE
and our reference monitor, we need an entity that in-
tercepts the requests to NodeOS resources and redirects
them to the reference monitor. At this point the EEs di-
rect their requests for NodeOS resources to the security
proxy which sits on top of the NodeOS. The proxy acts
as a wrapper to the NodeOS API and redirects access
requests to the reference monitor. The reference moni-
tor evaluates the request and passes the result on to the
proxy. Depending on the result the proxy either forwards
the request to the NodeOS or returns it to the EE with
a denial notification.

The next section describes the reference monitor, the
policy framework and active capabilities in detail.

4 Active Capabilities, Policy
Framework, and Reference
Monitor

In our approach, active capabilities distribute access con-
trol information including security policies within an ac-
tive network. Security provisions are componentized so
that complex policies and controls may be dynamically
downloaded component by component. Active capabili-
ties (ACs) are capsules (or part of capsules) that encap-
sulate security code like a security policy or access con-
trol decision. Policy servers operate as a communication
front-end for distributing executable security policies in
the form of ACs. An AC may either provide all the code
for a security policy or access control, or it may spec-
ify a policy server from which to retrieve code. A refer-
ence monitor is used to intercept application and active
network capsule code resource requests. The reference
monitor applies the appropriate security access controls
to resource requests. As the access controls are applied,
the security code in an AC may request further policies
that must be downloaded from a policy server.
Typically, traditional security systems are designed to
enforce one particular type of security policy like MAC
or DAC. Security policies are usually static and are not
easy to change once deployed. In many cases, the secu-
rity policies are specified in a policy language and com-

piled to an implementation that provides access control.
In our approach, security policies are mobile agents or
downloadable executable code in the form of ACs. In or-
der to help users with policy specification, we provide an
object-oriented policy representation framework in Java.
The policy representation framework consists of a hierar-
chy of classes as shown in Figure 2.

DDAC

MAC RBAC

OS Interfaces

Primitives

Figure 2: Component-level Map of the Policy Framework

The classes at the bottom of the framework are mostly
abstract and are mainly used to represent mathematical
concepts such as sets and mappings. These classes form
the basis for a hierarchy of successively more specialized
classes representing concepts such as labels and access
control lists. At the top of the framework are classes
which can be used to represent a variety of generic policy
forms.

A policy framework that places a heavy burden on its
users will not be popular. With this in mind, we pro-
vide a policy framework GUI which makes the process
of creating new policies or specializing existing policies
as painless as possible. Typically, to use a security poli-
cies, most users will just select one of a list of predefined
policies or use the default settings chosen by a system
administrator. However, our approach also allows sys-
tem administrators and expert users to create and mod-
ify policies that respond to specific application needs or
security threats. The goals of our policy framework are
to allow predefined policies to be enforced efficiently and
effortlessly and also to provide a convenient interface for
policy authors to create more sophisticated policies.

The current policy framework supports the following
common types of access control policies: Mandatory
Access Control (MAC), Discretionary Access Control
(DAC), Double Discretionary Access Control (DDAC),
and Role-based Access Control (RBAC) [21]. More ap-
plication specific access control policy systems can be
easily extended from this object-oriented framework ([14]



provides several good examples). In our model, we can
specify not only the < subject, object, operation > access
control triple, but also include a resource limit on usage,
situational decision rules, constraints and dependences,
e.g., based on current time of the day or current role of
the principal.

Our framework also lets users specify pre-conditions
and post-conditions. Pre-conditions allow necessary secu-
rity checks to be performed before the actions take place,
and post-conditions can be used to maintain state and
perform additional checks after the action has been com-
pleted and when more information becomes available.

The policy framework is used in both the domain policy
administrator and the reference monitor. Figure 3 shows
the interaction of the various components of the policy
administration mechanism.

Obtain Request
AC AC

‘Policy Administrator GUI ‘

AC Evaluation
Sandbox
Request
AC Cache AC

Policy Framework
Components

AC Repository

Policy Server

Componentized
Policy Framework

Obtain
AC

Reference Monitor
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Figure 3: Policy Administration

There are three ways to pass an AC to the reference
monitor:

e The applications can create application specific ACs
or obtain them from the policy server and then send
the AC along with active capsules. The AC may be
embedded into the active capsule, or it may be an
active capsule itself. When a capsule arrives at a
remote node, it is demultiplexed to the appropriate
EE, which maintains the state concerning the capsule
and recognizes protocols and flows. The EE presents
the AC to the security proxy along with its request
to a NodeOS resource.

e If the application capsule does not have an AC, upon
receiving the resource request via the EE, the refer-
ence monitor contacts the domain policy server di-
rectly, and asks for the AC associated with the prin-
cipal of the application capsule.

e For common applications or frequent users, the pol-
icy server may distribute the ACs in advance to the
reference monitors during system initialization.

For frequently occurring operations like IP forwarding,
dynamically changing capabilities are not necessary. Ac-
cess control rules tend to be static and caching provides
a short circuit or fast path processing alternative for such
requests. On the other hand, our application section
demonstrates some protocols that can benefit greatly by
using the expressibility afforded by the power of dynamic
capabilities.

In order to improve the AC evaluation efficiency, the
reference monitor uses a cache to store the ACs, or even
the result of AC evaluations. Depending on the freshness
and type of the AC, a request may be satisfied by a sim-
ple cache lookup instead of an expensive AC evaluation.
On the other hand, for some types of capabilities, the ref-
erence monitor can always download the latest capability
from the policy server. Caches are purged periodically
to maintain their freshness. We plan to improve the effi-
ciency and optimize the cache consistency protocol used
in our architecture.

Another important attribute of this architecture is the
ability of the trusted authority to revoke a capability at
any point in time. The trusted authority can send a
“purge cache” message to the relevant reference monitors
and install a new capability at run time. Alternately, the
application can present a properly signed new capabil-
ity during run-time with a newer version number which
invalidates the existing capability.

4.1 Discussion

We are using the JDK1.2 security API to do simple key
generation and management and AC authentication. We
plan to leverage ongoing work in this area, and integrate
it with our system. Of particular interest are the systems
being developed by Network Associates, Inc. [17] and
KeyNote [1]. Using the attributes of the two systems we
plan to define an infrastructure that again allows users
to pick and choose the best attributes from either system
dynamically.

Another problem that needs to be addressed is low-
level code safety in the reference monitor. The minimum
requirements for low-level code safety are control flow
safety, memory safety, and stack safety [15]. Currently
we rely on the Java byte code verifier [28] to provide low-
level code safety. Before loading a class, the verifier per-
forms data-flow analysis on the class code to verify that
it is type safe and that all control-flow instructions jump
to valid locations.

There are several other approaches for low-level code
safety. The PLAN project [1] uses programming language
techniques to address the code safety problem. Capsules
are written using a strongly typed, resource limited lan-
guage and dynamic code extensions are secured by using
type safety and other mechanisms. Another approach is
Proof-Carrying Code (PCC) [19]. Besides regular pro-
gram code, PCC carries a proof that the program satis-
fies certain properties. The proof is verified before the
execution of the code. The generation of a proof may be
complex and time consuming, while its verification should



be simple and efficient. Software fault isolation (SFI) [26]
provides another alternative for low-level code safety. It
uses special code transformations and bit masks to en-
sure that memory operations and jumps access only the
correct memory ranges.

Here again, a variety of different mechanisms and pro-
tocols have been proposed. Each method has its own ad-
vantages and disadvantages. Ultimately the application
must be given the choice to pick the mechanism that is
most suitable for its purpose. We plan that in the future
our framework will be generic enough to allow all these
mechanisms to co-exist, using the same principles that
guided the design of our experimental policy framework.

5 Experimental Testbed

Our initial testbed implementation is based on the ANTS
toolkit developed at MIT [27]. The original toolkit was
written before the architecture group was formed, and did
not reflect the layered architecture proposed by the ar-
chitecture working group. Our first task was to split the
design into layers and separate the functionality of the
original Node class into distinct NodeOS and EE compo-
nents. We added the Seraphim reference monitor between
the EE and the NodeOS. We called the modified system
SAINTS (Secure Active Inter-operable Network Toolkit
System). Our SAINTS is backwards compatible with
original ANTS and can run original ANTS applications!.

5.1 Using the Testbed

In order to use our testbed, the policy server has to be
initialized first. The policy server is the trusted third
party for the testbed. It acts as a front-end to the policy
framework classes and allows applications to create active
capabilities. Currently we do not provide support for dy-
namic policy negotiation but allow multiple security do-
mains to exist. When the policy server is started, it also
starts the policy administrator. The policy administrator
starts a GUI which allows users or system administrators
to create and define policy-specific attributes and gen-
erate active capabilities. Users of system administrator
can choose any policy type from DAC, DDAC, MAC, or
RBAC. In this section, we are going to show the usage
of the DAC policy, the most simple one, in the Gnipper
application, and then the usage of the RBAC policy, the
most flexible and complicated one, in the dynamic secure
multicast application.

A screenshot of the GUI for DAC is shown in Figure
4. The user or administrator selects and sets the policy
type to DAC. In order to create a new active capabil-
ity, the user types in a file extension and clicks on the
“New DAC File” button. To reuse existing capabilities,
the “Load DAC File” button is used, after specifying the
file extension. To add (remove) ACs into policy specifi-
cation the user name, the object and the allowed oper-
ations on that object are all entered in the appropriate
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Figure 4: Policy Administrator GUT for DAC

fields and the “Add to Policy” (“Remove from Policy”)
button is clicked. Post-conditions and pre-conditions are
also added if necessary. The ACs can be stored using the
“Update Storage” button, and be retrieved at any point
in time, by using the “Load DAC File” command. The
“Send Capability” button is used to send the ACs to a
particular user or reference monitor. To test the policy
specification the GUI also provides an “Evaluate” option
in the “Policy” menu.

The GUIs for the other policy types are similar to the
DAC GUI. A screenshot of the RBAC GUI is shown in
Figure 5. The RBAC GUI supports more functionality
and allows the administrator to create role definitions and
to associate users and permissions with the role.

5.2 Applications

As a part of our testing and development phase, we devel-
oped several interesting, yet conceptually simple, appli-
cations on our testbed to demonstrate the significant ad-
vantages of our architecture. These include the Gnipper
application and the secure multicast applications. The
next two subsections give a brief overview of these exper-
iments.
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5.2.1 Gnipper

The Gnipper experiment demonstrates the creation of
dynamic protection domains or enclaves. This is best
explained with the help of an example presented below
(Figure 6).

In our example, User U at Node A is trying to discover
the network topology and sends out a Ping capsule with
destination address of Node D. Ping packets may be un-
welcome because they may be used in a denial of service
attack or because of privacy. If we decide that Node D
should be secure from Ping requests from User U at Node
A, then we create a Gnipper vaccine and install it at the

User U -
NodeB .~ DRI
Node A NodeB
PING = 2
——r &
LD
GNIPPER
VACCINE
Node E Node F

Figure 6: Gnipper Application

reference monitor of Node D. The vaccine, an anti-Ping
AC, will disable the ability of User U at Node A to ping
Node D. So when the Ping capsule from User U arrives
Node D, Node D drops the capsule and propagates the
vaccine to the previous node, Node C. Now Node C is
vaccinated. When user U sends another Ping capsule to
Node D, the capsule will be dropped at Node C and the
vaccine will be installed at Node B. So the vaccine dy-
namically moves one-hop at a time toward the source of
the Ping, in response to Ping requests for original sender.
It is important to note here that the vaccine is reversible
and the system administrator or trusted authority can
send another active capability and install it on Node D
dynamically, purge the caches on Node B and Node C
and allow Ping from User U at Node A to reach Node D.
Then the normal execution of the Ping is resumed.

The exact node which drops the Ping request changes
dynamically depending on the number of Pings generated
by the source and the pinging routes. For example, al-
though Node E and Node F can also be used for Ping,
the vaccine is not installed on those nodes because they
were not used in the previous Ping attempt from Node A.
By selectively broadcasting the vaccine on the frequently
used routes between Node A and Node D, we have suc-
ceeded in building a dynamically growing firewall around
Node D, and also reduced the traffic and moved the denial
of service attack away from the intended victim.

Although our prototype implementation was not built
for performance, we did make preliminary performance
measurement (Refer to [16] for more performance mea-
surements). The average overhead for an application run-
ning on a Sun SparcStation 10 machine to create a vaccine
and install it at another Sun SparcStation 10 machine on
the same 100Mbps local Ethernet LAN was measured as
77ms. Without creation, the average time to send a vac-
cine and install it under the same setup took 34ms.

This experiment can be extended to build agile and
dynamic firewalls that can react to attacks at runtime.
When an active node or trusted agent detects attempted
attacks, it can send out an active capability carrying a
“warning” message with the appropriate vaccine, to build
a dynamic line of defense against outside attacks or to
raise the level of security within the domain. Similarly, a
firewall can be built dynamically around a compromised
node to isolate the victim. When the threat is gone the
active node or the trusted agent can send out another
active capability to resume normal operation. This can
be used as a very powerful security tool in conjunction
with intrusion detection and countermeasure systems.

5.2.2 Dynamic Secure Multicast

The dynamic multicast application was intended to show-
case the benefits of using the RBAC policy implementa-
tion and to demonstrate the creation of dynamic multi-
cast groups. In addition it demonstrates a range of dif-
ferent situational specifications using active capabilities.

Most of the existing secure multicast schemes are based
on sharing a secret session key among the subscriber



nodes to ensure privacy of data. The main problem with
this approach is the prohibitive overhead associated with
the need to change the session keys whenever a person
leaves the group. This is necessary, in order to make sure
malicious members do not continue to listen to multicast
data. In order to facilitate dynamic joining and leaving,
we use active capabilities to grant and revoke users access
to sensitive multicast data in our experiment When a user
joins, the trusted authority installs an active capability
that gives the user privileges to receive the multicast data,
at the reference monitor of the user’s local node. When
the user leaves the group, the active capability for the
user is simply revoked by the trusted authority. Our ex-
perimental scheme has a much lower overhead compared
to the traditional schemes.

The multicast program we used is a modified version
of the sample multicast application in the original ANTS
toolkit. Using our modified multicast application, we de-
vised two different scenarios. The first one is a cable-TV
style “Pay-Per-View”. A user who wishes to receive a se-
quence of special multicast packets contacts the trusted
authority and obtains an active capability that has a re-
source limit built into it. This capability is then installed
in the reference monitor of the user’s node. Every time
a special data packet is delivered to the node, the re-
source limit is decremented by one. When the resource
limit reaches zero, the active capability expires and user
can no longer receive the special multicast data traffic. If
the user wishes to receive more, then the user has to pay
again and get another active capability with the appro-
priate resource limit.

The actual implementation was done using role based
access control (RBAC) policy . Users were assigned a de-
fault role, that did not let them receive any of the special
multicast data packets. Once they “paid”, their role was
replaced by a “special” role that gave them the access
rights for a predetermined number of special multicast
data packets. When the resource limit reached zero, the
“special” role was expired and the original default role
was resumed.

The second scenario demonstrates the use of time-
stamped active capabilities for control access. This ex-
periment is a cable-TV style “Sneak-preview”. Any user
in the multicast group obtains, say, two minutes worth
of free multicast data. Active capabilities are obtained
and installed in the similar way as in the first scenario.
Once installed, the active capability keeps track of the lo-
cal time and expires after two minutes have elapsed. We
are assuming here that applications cannot alter the local
time, as it is a protected resource.

Both the “Pay-Per-View” and “Sneak-preview” exper-
iments dramatically reduce the amount of state main-
tained by the server, compared to the state maintained by
existing traditional secure multicast solutions. By elimi-
nating the need for secret session keys, these experiments
distribute the server processing load among all the par-
ticipating routers and allow asynchronous, client-side ini-
tiated joining and leaving.

Based on our current efficient, dynamic, and secure
multicast, we plan to conduct a “geo-casting” experiment
that alerts or warns subscribers about natural disasters
like tornadoes passing through a geographic region. A
multicast group is formed using our dynamic join and
leave, based on geographic information. As the tornado
moves, the multicast group also moves by adding and re-
moving appropriate receivers in real time, using our effi-
cient join and leave. The proper active capabilities can be
supplied to meteorologist “subscribers” in a larger area,
or to mobile users to warn that they are entering a danger
area.

5.2.3 Other Applications

Currently we are integrating our Seraphim security sys-
tem into the CANES[2] congestion control and error re-
covery multicast application. We use our RBAC policy to
control the signaling procedure of CANESs, and to control
the installations of different protocols dynamically. We
also use our framework to control access to data packets
dynamically.

We also provide Seraphim security services to an NS2
simulation [3] of a new secure multicast routing protocol.
In the NS2 simulation, some multicast groups need higher
security routing. The MAC policy of Seraphim assigns
different security clearance levels to routers. The system
then obtains the security information of the routers in
the network, for a particular multicast group, based on
their security clearance level. The simulation uses this in-
formation to set up proper secure multicast routing trees.
The Seraphim reference monitor functions as the enforce-
ment engine and ensures that the multicast joins follow
the established security level hierarchy.

6 Related Work and Discussion

Little research has been done in security policy manage-
ment and domain interoperability. In traditional systems,
security policy defines access control which is enforced by
enforcement engines such as reference monitors in oper-
ating systems and firewalls in networks. Individual poli-
cies can be defined at each enforcement point and man-
aged separately or centrally. For example, each firewall
in a company can be either configured individually to es-
tablish a set of rules defined by policy, or managed by
a centralized policy administrator such as the Cisco Se-
cure Policy Manager for firewalls [10]. The policy changes
are expected to occur infrequently in traditional systems.
More recently, Bhatt et al. [4] used self-managed and self-
organized mechanisms for automating network manage-
ment. Naccio of MIT [13] provided a high-level approach
for safety policy expression and enforcement, which is
implemented for enforcing policies on JavaVM classes.
Schneider characterized a class of enforceable security
policies [24] and there was an automata implementation
[12] to enforce such policies.

The security working group [18] of the active networks



research community has been instrumental in publicizing
and highlighting the importance of security in active net-
works. The security draft emphasizes the importance of
incorporating security into the initial design stage of the
active network architecture itself. As mentioned earlier,
we believe that we can classify security related research in
this field into three general categories. The first one deals
with the more traditional notion of security. It includes
authentication, access control, policies and enforcement.
Some examples are protection of valuable information us-
ing encryption, providing data integrity using signatures.
Public key infrastructure (PKI) and key distribution and
management problems fall into this category. The se-
curity working group [18] has launched some important
exploratory research in this direction.

The second category is related to security associated
with the mobile nature of the environment. Protec-
tion of nodes from mobile code originating in foreign
domains and protection of active packets or code from
malicious hosts fall in this category. The PLANet effort
[1] raises some of the issues associated with these pro-
tections. In addition they also provide a bootstrapping
module that ensures that the system configures itself cor-
rectly at startup or reboot time. The protection from
mobile code is provided by using a type-safe, resource
limited, functional programming language with dynamic
type verification. Mobile code can install protocols at
nodes securely by using the extensibility features pro-
vided by the language.

Our research focuses on the third category: dynamic
security. We believe that our work is complementary to
the other research and attempts to enhance the flexibility
and to improve usability of their techniques. By compo-
nentizing the security policy framework we provide an
infrastructure to enforce any kind of expressible security
policy. Using our infrastructure, applications can specify,
implement, and enforce fine grained access control poli-
cies. These policies can be created, changed or revoked
on the fly and enforced at run-time. Traditional mech-
anisms can be configured as components in our systems
and their context can be instantiated and enforced on de-
mand. The safety features provided by the bootstrapping
and language features can be incorporated as an integral
component of our framework.

However, there is more to dynamic security than sim-
ply dynamically deploying and enforcing security policies
and mechanisms. We believe that we are barely touch-
ing the surface when it comes to exploring the potential
applications and the limits of dynamic or active secu-
rity. The combination of the active nature of the under-
lying architecture and the flexibility and dynamic nature
of our framework has thrown open a new frontier for ex-
ploration and discovery. Examples like the tornado-watch
and dynamic multicast demonstrate a fresh, alternative
and functional approach to existing problems.

We are in the process of integrating our work within
our active network working group and will demonstrate
the flexibility and portability of our framework by incor-

porating it into CANEs [2]. We already have a implemen-
tation version that runs on the Abone [5]. In the future
we plan to refine our techniques and define the protocols
for interactions between heterogeneous security domains.
In addition we also plan to explore applications of our
framework to non-traditional ubiquitous computing envi-
ronments and to integrate the applications into the active
networking architecture.

Any node that uses our security has simply to add our
reference monitor as an extension. The reference monitor
will provide mechanisms for accessing advanced and com-
posable services. The reference monitor can be used in
an EE or Java environment, as well as in a NodeOS. We
will also support the concept of domains and will provide
domain-level policy conflict resolution and negotiation in
the future.

In order to make the downloading of policy framework
secure and to simplify the adding of extensions, we are
in the process of developing a prototype of the Manage-
ment EE. The Management EE will aid in managing the
NodeOS, will initialize meta-level policies and will pro-
vide a framework for secure bootstrapping. We are also
working on the design of a generic framework for key man-
agement.

7 Conclusions

In this paper, we describe a prototype security architec-
ture that complements the basic active network architec-
ture and augments its functionality. The flexibility and
expressibility afforded by this implementation framework
enables us to implement a multitude of diverse, innova-
tive and exciting applications. These applications exploit
the active networking paradigm without compromising
the security of the infrastructure. In addition, our ar-
chitecture lays the ground rules for seamless integration
with parallel and ongoing efforts in the active networks
community.

With our prototype implementation, we developed ap-
plications that demonstrate the benefits of our infrastruc-
ture. In particular, the Gnipper application demonstrates
the creation of dynamically growing protection domains
using vaccines. The multicast experiments showcase the
use of our framework as an alternate approach to tackling
the key-distribution and revocation problems associated
with secure multicast applications.

In summary, we believe that our approach is a step
in the direction of designing a comprehensive and flexi-
ble framework to integrate various security mechanisms
and services into the active network architecture. It also
provides a foundation for discussing issues related to co-
existence, inter-operation and portability of these mech-
anisms. At the same time, our architecture imposes min-
imum overhead on the existing infrastructure and allows
applications to specify and enforce customized security
mechanisms conveniently.
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