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Abstract

The heterogeneous nature of distributed systems raises
many security issues and concerns. Traditional systems
cannot provide customized security policies and mecha-
nisms for heterogeneous applications. Historically, appli-
cations have relied on a static security architecture to pro-
vide ad-hoc security guarantees. In this paper we propose
a new security architecture based on mobile agents for ap-
plications in distributed environments. QOur approach al-
lows applications to create and enforce customized policies
at run time. These policies and access control require-
ments can be specified using programs. In addition our
framework can handle dynamic requests to change or up-
date these policies and adapt to situational requirements.

1 Introduction

Traditional systems provide security mechanisms to
ensure that system resources are used and accessed
as intended. They also attempt to detect and pre-
vent accidental or intentional misuse. Typically,
these mechanisms tend to be static and it is very
difficult to change the security policy or the mecha-
nisms, once the system is installed. Researchers have
developed a number of new techniques and mecha-
nisms [7, 5, 10, 9, 15] but very few systems provide
support to incorporate these changes.

In a distributed computing environment, applica-
tions and users have varying security requirements.
In existing systems, these applications or users have
very little choice regarding the type of policy or se-
curity mechanism and must rely heavily on the un-
derlying infrastructure to provide security guaran-
tees. For example, delegation and security man-
agement are severely constrained by static security
mechanisms. With systems that support ubiquitous
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computing devices, it is reasonable to expect that
different devices will need different guarantees from
the underlying security infrastructure. Traditional
static security mechanisms may not be expressive or
flexible enough to meet the specific needs of a par-
ticular application or device. In order to provide
applications (here we mean both users and devices)
the ability to customize their security, we need a dis-
tributed security architecture that

e is capable of supporting various policies and
mechanisms

e can add, replace or revoke policies and mecha-
nisms

e allows applications to specify the kind of secu-
rity guarantees they want from the system, on
the fly

e dynamically enforces these customized policies
and mechanisms

e restricts the use of policy to applications and
systems that need to know the policy

In this paper we propose an architecture solution
that uses mobile agents to provide the required func-
tionality. In our design, these mobile agents are
called active capabilities (ACs) [4, 1]. Basically these
ACs are signed code fragments that are used to spec-
ify policies and mechanisms. Other components of
our architecture provide the framework required to
evaluate and enforce the policies specified by these
ACs and to provide run time revocation, update and
enforcement of these policies and mechanisms.

This paper is organized as follows. Section 2 gives
a brief overview of the architecture and the trust
model and explains each component in detail. Sec-
tion 3 gives a description of different application sce-
narios that demonstrate the advantages of using our



architecture. Section 4 describes two specific im-
plementations of this general architecture. Section
5 presents the preliminary performance results and
the discussion on our implementation overhead. The
last section presents our conclusions.

2 Architecture Description

This section describes the major components of
our architecture and describes the trust model that
forms the basis of their interaction. The most im-
portant component of our architecture is the active
capability(AC). An AC carries a concise representa-
tion of security policies and mechanisms, customized
or tailored for a particular application or device.
The other components in our architecture include
AC management, the software framework and the
evaluation/enforcement engines. AC Management
consists of a distributed network of AC Adminis-
trators, software framework component repositories
and AC servers. These management entities are
trusted. The AC Administrator is responsible for
verifying, validating and certifying the code inside
the AC, and for signing it.

The AC Administrator can additionally manage
the distribution of the ACs using a secure chan-
nel. Alternatively, applications may contact the AC
server and obtain these ACs and embed them in their
code. Trusted applications may be allowed to create
their own ACs. Each protection domain typically
has one or more AC Administrators that are collec-
tively responsible for the integrity of the ACs.

The AC can use a software framework for context.
For example, a software framework may include a
hierarchical structure of object-oriented classes of
standard security policies. Typically this framework
is componentized and arranged so that the compo-
nents themselves can be downloaded from the soft-
ware component framework repository using a secure
channel. Each node, which is typically a computing
device, has an evaluation/enforcement engine in its
trusted address space. This engine can also be cus-
tomized according to the context and its components
can be downloaded using the secure channel dynami-
cally. The ACs are evaluated in the sandbox-like en-
vironment provided by this engine by instantiating
the context of the software framework, which also
enforces the result of this evaluation. The subsec-
tions that follow give a detailed description of these
components.

2.1 Active Capabilities

Software
framework
(for context)

Type Code Fragment Signature

Figure 1: Generic Active Capability

The format of a generic active capability is
shown in Figure 1. The first field is similar to a
header and contains information about the type of
the active capability. For instance, the AC type
ACCESS_CONTROL indicates that the AC encodes an
access control policy.

The second field is the most important part of the
AC. Ideally it can contain an arbitrary piece of code,
that specifies the policies or mechanisms for a par-
ticular user. The AC may carry all the code needed
to make a policy decision or implement a particular
mechanism. However, this approach would be too
heavyweight. Instead we advocate the use of a soft-
ware framework that can provide a context for the
code field. The AC code can use the components
of this software framework and impose additional
constraints on their usage, leveraging the expressive
power of the underlying framework.

The next section describes one particular instance
of this framework, which implements types of access
control policies in a modular and composable fash-
ion [8]. The AC then uses the interface exported
by this framework to create a code fragment that
concisely represents one particular customized ac-
cess control policy. In addition, the AC can use the
features provided by the underlying language and
add conditional processing, based on timestamps, or
accumulated credits, to specify timeouts and to im-
pose limits on resource utilization, etc. The flexibil-
ity afforded by this approach is limited only by the
language syntax.

The last field is the digital signature. Typically
the AC is created by an AC administrator or a
trusted entity. This entity is responsible for the in-




tegrity of the capability, and attests to this by sign-
ing the capability. In our distributed architecture,
each protection domain has one or a small number of
replicated AC administrators. The key distribution
and management is simple. If we use a public key in-
frastructure, we need only one key-pair for AC Man-
agement. The administrator(s) can sign the mes-
sage digest of the AC code using its private key and
distribute the corresponding public key within their
protection domain. The evaluation/enforcement en-
gines can verify this signature using the public key
of the AC administrator. This approach scales well
and simplifies trust management.

The AC provides an interface that exports at least
the following methods:

e allowed
e revoke

e delegate
e bind

The allowed method is called by the evalua-
tion/enforcement engine. This method causes the
code in the AC to be evaluated. This method re-
turns a boolean value that controls the enforcement
of the policy or mechanism requested by the appli-
cation.

The revoke and the delegate methods specify in-
terfaces to implement various revocation and delega-
tion strategies. The implementation of these strate-
gies can be customized to suit individual applica-
tions. The bind method is used to bind capabili-
ties to applications and aids in the retrieval of the
context in the evaluation/enforcement engine. This
list is not exhaustive and additional methods can be
added to extend the functionality and create new
AC types.

2.2 Software Framework

This section describes a particular example of a soft-
ware framework that can be used to provide a con-
text for the active capabilities [8]. Traditional se-
curity systems are designed to enforce one particu-
lar security policy. In order to provide users more
flexibility in terms of access control policy specifi-
cation, we have implemented a composable and ex-
tensible object-oriented policy framework in Java.
This framework has a GUI front-end that simplifies
the process of specifying the policies. This allows

users and commercial organizations to specify ac-
cess control policies tailored to their specific opera-
tional needs. The motivation and the functionality
exported by this framework are explained in detail
in the subsections that follow.

2.2.1 Access Control Policies

Access control is the mechanism by which a security
system exercises control over the access and utiliza-
tion of shared resources. Historically access control
has been defined in terms of < subject,object > tu-
ples and access control matrices. Typically the ma-
trix is indexed by the name of the user (the sub-
ject) and by the resource that needs to be protected
(the object). The intersection of this pair contains
a Boolean value that indicates whether the access
is allowed or denied. (The method is usually en-
coded implicitly in the Boolean value.) For example,
Unix file systems use 3 bits to encode various com-
binations of read, write, and execute permissions for
files. However, this matrix method of implementa-
tion is not sophisticated or flexible enough and does
not scale when the systems serve a large number of
users with a large number of resources.

The security policy associated with an access
control mechanism refers to the characteristics of
its specification, implementation and enforcement.
Four different types of access control policies have
been defined in literature. They include Manda-
tory Access Control(MAC), Discretionary Access
Control(DAC), Double Discretionary Access Control
(DDAC) and Role Based Access Control (RBAC).

The simplest form of access control is DAC.
The matrix model is an implementation of this
type of policy. Typically a DAC policy imple-
mentation maintains an indexed list of allowed
< subject, object, operation > triples. DDAC main-
tains two lists, an “allowed list” similar to DAC and
a “denied list”. MAC policies use the concept of la-
beling. MAC is used by trusted operating systems,
and every entity in the MAC system is assigned an
immutable label. A hierarchy is defined in terms of
these labels, and access control is enforced by com-
paring the labels. Subjects with higher labels have
access permissions over objects with equal or lesser
labels using a “no read up, no write down” rule [6].
This hierarchy strictly controls the flow of informa-
tion.

Among these, RBAC is the most flexible type of
access control policy [14]. All RBAC subjects are
assigned roles. Each role represents a particular set



of objects and the allowed operations on each object.
The major benefits of this aggregation are the con-
siderable saving in terms of space and simplification
in terms of management and enforcement. RBAC al-
lows users to create policies with more sophisticated
specifications than simple DAC, DDAC or MAC. A
single user may have many different roles, and differ-
ent permissions depending on the current role. Dif-
ferent constraints related to role and privilege may
be enforced in RBAC.

Traditional systems provide a static implementa-
tion of any one of these access control mechanisms.
Different applications with different access control
policies cannot co-exist. Typically, applications can-
not be ported across different systems without com-
promising the security guarantees offered by their
access control mechanisms.

2.2.2 Policy framework

The policy framework itself is a hierarchy of classes
as shown in Figure 2. It is dynamically configurable
and extensible. The classes at the bottom of the
framework are mostly abstract, and are mainly used
to represent mathematical concepts such as sets and
mappings. These classes form the basis for a hier-
archy of successively specialized classes representing
concepts such as labels and access control lists. Fi-
nally, at the top of the framework are classes, which
can be used to represent a variety of generic policy
forms [13].

Any policy framework that places a heavy burden
on its users has never been popular. With this in
mind, our policy framework GUI makes the process
of creating new policies for ordinary users as pain-
less as possible. Typically, to create new ACs, most
users will simply select from a list of predefined poli-
cies or will use default settings chosen by a system
administrator. However, it is necessary for system
administrators and expert users to create and mod-
ify policies that respond to specific application needs
or security threats. Therefore, our policy framework
supports the enforcement of predefined policies ef-
ficiently and effortlessly, and also provides a con-
venient interface for policy authors to create more
sophisticated, customized, and situational policies.

The policy framework supports all the following
common types of access control: Mandatory(MAC),
Discretionary(DAC), Double Discretionary(DDAC),
and Role-based(RBAC). It is easy to extend our
object-oriented framework to create more fine-
grained, application specific policies. ([8] provides
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Figure 2: Component-level Map of the Policy Frame-
work

several good examples). In our model, we can spec-
ify not only the < subject,object,operation > ac-
cess control triple, but we can also include a resource
limit on usage, situational decision rules, constraints
and dependencies, e.g., based on current time of day
or current role of the principal. The policy frame-
work also lets users specify pre-conditions and post-
conditions. Pre-conditions allow necessary security
checks to be performed before evaluation takes place,
and post-conditions can be used to maintain state
and to perform additional checks after evaluation has
been completed and when more information becomes
available. The central feature of this framework is
that the administration of these policies is built into
the active capability and the underlying architecture
itself. The section on AC management explains this
process in detail.

2.3 Evaluation/Enforcement Engine

This section describes the evaluation/enforcement
engine component of our architecture. Figure 3
shows a pictorial representation of this component.

The evaluation/enforcement engine consists of an
AC cache, run-time resolvable references to cus-
tomizable AC evaluation sandboxes, and run-time
resolvable references to a customizable, componen-
tized software framework. The AC cache is used to
cache capabilities that do not change very often and
provides a fast processing path for commonly used
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Figure 3: Evaluation and Enforcement engine

or default mechanisms and policies. Different AC
types require different contexts. By providing the
run-time resolvable references, we can download the
software components that form the context from a
trusted repository. A sandbox is a restricted exe-
cution environment and imposes static and dynamic
constraints on the code that runs inside it. A typical
example of a sandbox is the Java applet execution
environment. This sandbox prevents arbitrary mo-
bile Java bytecode from accessing most of the local
files, sensitive data and critical applications.

The sandbox required for the administrator can
also customize the evaluation of the ACs or trusted
applications. The entire evaluation/enforcement en-
gine needs to be secured in some way. It can run as
a process with superuser privilege and create a cryp-
tographically secured channel to communicate with
the AC management infrastructure. This channel
can be used to obtain the ACs and the downloadable
framework and sandbox components. Alternatively
it can also be a part of the kernel of a traditional
or extensible operating system. The enforcement is
done after evaluation. The evaluation/enforcement
engine can subsume the concept of a traditional
reference monitor. Typically when the application
makes a call that accesses a specific resource or re-
quires the use of a specific mechanism, the request
is encapsulated and passed to the evaluation engine.
The engine builds the context and evaluates the AC

associated with the policy or mechanism requested
by the application. Depending on the result of this
evaluation, the application is either granted or de-
nied the access to the resource or allowed to use the
mechanism it requested. To support the enforce-
ment, this engine must export an interface that al-
lows or forces applications to redirect their request
to resources and mechanisms through itself. In addi-
tion, the engine must either notify applications that
the access is denied or forward allowed requests to
the appropriate resource, thereby implementing the
policy specified in the AC.

2.4 AC Management

AC Administrator

Software
Framework
Component
Repository

AC Server

Figure 4: AC management infrastructure

The AC Administrator is equivalent to a trusted
third party as in a traditional security model. It
is responsible for validating and attesting to the in-
tegrity of the active capabilities. For example, us-
ing a public key infrastructure(PKI), the AC ad-
ministrator can sign ACs using its private key,
and other entities, like applications and evalua-
tion/enforcement engines, can perform verification
using the public key of the AC Administrator. Typ-
ically it is also responsible for the creation of the
capabilities using the interface provided by the soft-
ware framework. Although ACs can carry arbitrary
code, the creation interface provided by the frame-
work can restrict the capabilities to well-formed ex-
pressions and can perform static type checking and




verification to make sure that the code in the AC
cannot compromise the security of the underlying
system. The run-time behavior of ACs is restricted
by the sandbox, which limits their access rights and
resource utilization. In addition, the communication
channel between the administrator and the evalua-
tion/enforcement engine needs to be secure. The
AC administrator itself may be implemented as one
centralized entity, or its functionality can be dis-
tributed throughout the protection domain. There
may be multiple instances of the AC administrator
to achieve load balancing, scalability and fault tol-
erance. The AC server acts as a front-end to an AC
Administrator’s AC repository. This server may be
a part of the administrator or may be another en-
tity, closely coupled with the functionality of the AC
Administrator.

3 Applications

In this section we describe some application scenar-
ios that highlight the benefits of using our system.
One example we have chosen uses ACs to provide dy-
namic countermeasures against intrusions. In a typ-
ical system, when an intrusion or possible intrusion
is detected, a security alert is issued. This security
alert needs to be issued promptly at runtime with-
out interrupting normal service. This may result in
modifying the security policy at the compromised
node and its neighbors, activating additional secu-
rity measures, imposing additional auditing schemes
and more restrictive security policies.

Consider the network configuration shown in Fig-
ure 5. In this figure, one or more compromised nodes
are isolated from the rest of the network and a dy-
namic firewall is built around them. All nodes that
are directly connected to the compromised node are
sent ACs to change their existing access control and
security mechanisms to minimize the risk of compro-
mising the rest of the nodes in the network.

The traditional way of dealing with intrusion re-
lies on detecting patterns of abnormal or suspicious
behavior. Using pattern matching and analysis, or
data mining etc., intrusion detection systems define
a fixed set of countermeasures that attempt to mini-
mize the damage. One drawback of this approach is
that it is very hard to prepare in advance the coun-
termeasures for every kind of attack. Since there
is no way to prepare for every kind of intrusion, the
fixed set of countermeasures and policies for the fire-
wall nodes needs to be updated very frequently. In

O Dynamic Firewall Node
. Compromised Node
O Regular Node

Figure 5: Dynamic Countermeasures for Intrusion

existing systems the overhead associated with this
operation is substantial. Using our low-overhead
system we can define dynamic policies customized
to a particular attack or possible attack, which can
be triggered and enforced by suspicious behavior. A
static policy that denies all accesses is too restric-
tive. In many cases it may be worthwhile to adopt
customized countermeasures and allow the services
that are not compromised to continue. If we detect
an intrusion that requires more drastic countermea-
sures, we can change the security level of the whole
system by installing restrictive ACs on each node, for
example by changing the current policies to MAC or
by disabling a particular service or application.

Active capabilities can also be used to perform
distributed computation. The results of this com-
putation can be used to enforce situational policies.
Using a weighted trust model, described in [12], ap-
plications can assign weights to different entities that
reflect upon their “level” of trust in the system. The
AC can evaluate the trust level for a specific entity
and enforce the policy specific to that trust level.
Thus the administrators may dynamically force ap-
plications to change their policies and mechanisms
based on changing trust levels and force applications
to adapt protective measures against nodes on less
trustworthy paths.

Another example is a mobile computing environ-



ment where users wearing a network of mobile de-
vices enter a smart room that has its own indepen-
dent security mechanisms and policies. In order to
use the services available in that room, these users
have to adapt their network’s applications and poli-
cies and use the underlying security infrastructure.
The need to integrate seamlessly the mobile system
with the smart room security infrastructure implies
that the mobile users must adapt to the security
policies of the smart room and vice versa. The ad-
ministrators use ACs to customize the user, device,
network or smart room security profile to enforce
these policies at run time.

4 Implementation

Based on the location of the evaluation/enforcement
engines we have identified three specific implemen-
tation models of our architecture. In the first
model, the evaluation/enforcement engines are im-
plemented in the kernel of the system. The engines
reside and execute in protected address space. In
the second model, the engines reside in the software
framework itself. For example, the engine can be
built in a JVM(Java Virtual Machine or Java run-
time environment) as a sandbox and can manage
access to Java objects and Java security policies and
mechanisms. This model relies heavily on the secu-
rity and safety features of the software framework
itself. In the third model the engines reside and exe-
cute in separate, independent user space, and the
system protects them from unauthorized accesses
and is responsible for enforcing the behavior of these
engines.

In this section we describe two specific implemen-
tations of the above three models. The focus of the
Cherubim! project [2] is to provide dynamic secu-
rity support in CORBA for mobile computing that
allows frequent migration of computers in and out of
security enclaves and that facilitates wide area col-
laboration by creating dynamic sessions that stretch
across organizational boundaries. In Cherubim, the
ORB is in user space and is assumed to be trusted.
This implementation belongs to the third model.
The Seraphim? project [3] defines a dynamic, inter-
operable, flexible, composable security architecture
for active networks. We implemented a reference
monitor in the NodeOS to control NodeOS accesses.

!The Cherubim software release is available at
http://choices.cs.uiuc.edu/Security /cherubim /software/
2Contact authors for the Seraphim software release
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Figure 6: Object Access in Cherubim

This implementation belongs to the first model.

4.1 Cherubim

The design of the Cherubim security architecture
[11] consists of two major parts: CORBA compli-
ant security services with a security enhanced IDL
(Interface Definition Language) providing applica-
tion level security interfaces, and an agent based dy-
namic security framework implementing these stan-
dard interfaces. Adopting OMG’s general security
reference model and Security Service Interfaces gave
us an open architecture to incorporate a wide va-
riety of security policies and services. In addition,
Cherubim aims to provide fast technology evolution
and deployment for both user applications and secu-
rity functions. Using the standard CORBA security
services and a security extended OMG IDL provides
the necessary basic facilities to achieve this and eas-
ily separates security functions from the main ap-
plication functions. In general, this design provides
better extensibility and configurability for both ap-
plications and their security features. It also enables
wide area software integration with configurable se-
curity enforcement. Figure 6 briefly illustrates the
process of secure object invocation in Cherubim inte-
grated with CORBA security services. The numbers
in the figure show the sequential processing steps for
a client request.

As in the OMG model, Cherubim defines a prin-
cipal as a human user or system entity that is reg-
istered in and authenticated to the system. It may
have one or several identities, which we call roles
in Cherubim. Each role may have different privi-
lege attributes used in making access control deci-




sions. All the information about roles and privilege
attributes of a principal is maintained in a secure
store object that is called a credential. In Cherubim,
credentials may be embedded in the active capabil-
ities to support delegation and to facilitate efficient
access control. Objects, policies, and services are
organized into security domains, each of which de-
fines a distinct scope with a common set of security
policies and mechanisms. In each domain there is a
security authority, which we implemented as a pol-
icy server with administrative interfaces to security
policies in Cherubim. A domain may also be divided
into sub-domains to form a security domain hier-
archy. To inter-operate between security domains,
inter-domain security policies need to be defined and
enforced. In addition Cherubim has developed a pol-
icy representation framework with role extensions to
provide interoperability with RBAC policies while
allowing extensibility. One of the major drawbacks
of this approach is that OMG CORBA security ser-
vices are implemented and enforced in user space. It
is possible to make stronger guarantees if an ORB
can be securely protected.

4.2 Seraphim

Active networks [17] aim to provide a software
framework that enables network applications to cus-
tomize the processing of their data. Applications
encapsulate the methods that manipulate the data,
with or without the data itself, and inject these
capsules into the network. Active routers install
and execute these capsules on the data dynamically,
thereby facilitating fast protocol and service deploy-
ment. Securing this infrastructure against threats
and exposures remains a major challenge in this
paradigm.

In order to exploit fully the expressive power of
the underlying active network, we felt the need for a
unified security framework that allows users or ap-
plications to create and enforce their own security
mechanisms, similar to customizing their own com-
munication protocols. Seraphim [3] is a prototype of
a dynamic, fully extensible, inter-operable, security
architecture, based on, and built into the underlying
active network architecture. This architecture allows
active network routers to be configured with only a
minimal set of security functions. These functions
are recursively used to install and support the secure
deployment of new security mechanisms. For in-
stance, sophisticated and application or user specific
security functions may be installed at run time using
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a secure recursive reconfigurable bootstrap process.
Currently, our framework provides mechanisms to
dynamically specify, separate and enforce a number
of different, often mutually exclusive access control
policies. In addition we allow applications to encap-
sulate credentials and to encode situational policies
to alter or revoke dynamically existing access control
rules and mechanisms. Applications construct cap-
sules, which use this software environment as con-
text and inject customized security policies into the
routers.

The major components of our Seraphim architec-
ture and their interaction, in the context of the ac-
tive network architecture are shown in Figure 7.

The key component of this architecture is the
reference monitor. This is similar to the evalua-
tion/enforcement engine in the general architecture.
Currently the reference monitor is implemented as
a co-located extension to the NodeOS. Every node
has a reference monitor through which all accesses
to node resources occur. The policy framework is
the software framework component. As mentioned
earlier, the policy framework itself is reconfigurable
and can be downloaded dynamically when required.
Applications or administrators use the interface pro-
vided by this policy framework to create ACs that
encode the type of access control policy and other
constraints used in the access control decision mak-
ing process.

5 Performance

In this section we describe some experiments we im-
plemented in our Seraphim system. Although our
prototype implementation was not built for perfor-
mance, we did make some preliminary performance
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Figure 8: Ping Application Experiment in Seraphim

measurements. We also present a discussion on
the overheads incurred in our system. In order to
write applications for our Seraphim system, we de-
veloped SAINTS (Secure Active Inter-operable Net-
work Toolkit System) which is based on the ANTS
toolkit [16]. The original ANTS Node class was
split into distinct NodeOS and EE classes and we
added our reference monitor between the EE and the
NodeOS. Our SAINTS is backwards compatible with
ANTS and can run original ANTS applications. The
next few subsections summarize the performance re-
sults for Ping, Gnipper and dynamic policy change
applications. This is followed by a subsection that
discusses strategies for reducing some of the over-
heads.

5.1 Ping Application

The first experiment measures the performance over-
head associated with the modified version of the
ANTS Ping application. The experimental setup
is shown in Figure 8. The numbers in the figure
show the sequence of steps in the transmission of an
ANTS Ping capsule. The communication between
the AC server and the active node is through TCP.
We used three Sun SparcStation 10 machines for the
active nodes and a Sun Ultra-60 machine for the AC
server. All four machines are on the same 100Mbps
Ethernet LAN.

We used four different system configurations to
measure the performance. Our measurements ex-
clude the time to load dynamically the active Ping
protocol in active nodes. The first configuration,
“No RM”, is the baseline. In this configuration
the Seraphim reference monitor was installed in the
NodeOS of all the active nodes, but was bypassed
and no access checks were performed. The sec-
ond configuration, “RM without Cache”, was the
most straightforward configuration and used the

| 2 3 No RM 10
- n RM without Cache 1494
RM with Cache 21
Active ‘Active -7 Active RM with Decisions in Cache 10
Node A~ Node B Node C
Table 1: Performance Data for Ping Application
‘ AC Server ‘

Seraphim reference monitor. In this configuration
a reference monitor was installed in all the active
nodes, and every time a Ping capsule arrived, one
access check was performed. There was no cache
in the reference monitor. The reference monitor at
each node had to contact the AC server to retrieve
the proper AC and to evaluate it for each access
check. The third configuration, “RM with Cache”,
was an improvement over the second configuration.
Again, the reference monitor performed one access
check for each arriving capsule, but in this case the
proper AC was cached inside the reference monitor.
Here the reference monitor did not need to contact
the AC server at all. The final configuration, “RM
with Decisions in Cache”, caches the reference mon-
itors evaluation result of the AC. When the AC does
not change and the inputs to the AC are the same as
to the previous evaluation, a prior cached evaluation
value can be used. Each access check in this config-
uration involved simply a cache lookup, without the
dynamic evaluation of the AC.

In all configurations, 2000 capsules were sent out
from the Ping application and the interval between
the Ping capsules was 200ms. We measured the av-
erage round trip time (RTT) of the Ping capsules.
Table 1 shows the results of our experiment.

We observed that the most inefficient implementa-
tion of our architecture is the “RM without Cache”
configuration. It has much larger overhead than the
base case. When the simple caching scheme was
used, the average RTT was approximately twice the
base RTT value. When we further assumed that the
result of AC evaluation can be cached, average RTT
was same as in the base case. This result suggests
that by employing suitable optimization techniques,
the overhead of our Seraphim architecture can be re-
duced to an acceptable level. The overhead of check-
ing that the inputs to the AC had not changed and
the Ping capsule certificate was the same as that of a
previous capsule was negligible. Further research is
required on different caching schemes and optimiza-
tion strategies.




5.2 Gnipper Application

Another experiment we developed in Seraphim is
the Gnipper application. This application demon-
strates the creation of dynamic protection domains
or enclaves. In this application, we create Gnipper
vaccine, or an anti-Ping AC. This vaccine is used
to disable one user’s ability to ping an active node.
This vaccine is installed at the reference monitor of
the active node that needs the protection. The vac-
cine dynamically moves one-hop at a time toward
the source of the Ping, in response to Ping requests
from the original sender. This is best explained with
an example presented next.
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Figure 9: Gnipper Application
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The example is shown in Figure 9. We create a
vaccine and install it at the reference monitor of
Node D. The vaccine is an AC which disables the
ability of user U at Node A to ping Node D. User
U sends a Ping capsule with destination address of
Node D. When the capsule arrives at Node D, Node
D drops the capsule and propagates the vaccine to
the previous node, Node C. Now Node C is vacci-
nated. When user U sends another Ping capsule to
Node D, the capsule will be dropped at Node C and
the vaccine will be installed at Node B.

The exact node which drops the Ping capsule
changes dynamically depending on the the number
of Ping capsules sent by the source. By installing
successively the vaccine at the nodes on the Ping
path between Node A and Node D, we have suc-
ceeded in building a dynamically growing firewall
around D, and also reduced the traffic and moved
any denial of service attack away from the intended
victim.

This experiment used the same setup as for the
Ping application. The average overhead for an appli-
cation running on a Sun SparcStation 10 machine to
create a vaccine and install it at another Sun Sparc-
Station 10 machine on the same local Ethernet LAN
was measured as 77ms. Without creation, the aver-
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age time to send a vaccine and install it under the
same setup took 34ms.

This experiment can be extended to build agile
and dynamic firewalls that can react to attacks at
runtime. When an active node or trusted agent de-
tects attempted attacks, it can send out an active
capability carrying a “warning” message with the
appropriate vaccine, to build a dynamic line of de-
fense against outside attacks, or to raise the level of
security within the domain. When the threat is gone
the active node or the trusted agent can send out an-
other active capability to resume normal operation.
This can be used as a very powerful security tool
in conjunction with intrusion detection and counter-
measure systems.

5.3 Dynamic Policy Change

Our policy framework can dynamically change be-
tween policy types, for example, from RBAC to
MAC. Section 3 mentions an application that can
benefit from such a change. We measured the over-
head associated with this change using our existing
system. For a simple domain with 5 users, 10 objects
and 5 operations, changing from RBAC with 5 roles
to a MAC with 2 security levels cost about 667ms
on an average using a Sun Ultra-60 machine. We
have identified several places for optimization and
further research is planned to reduce this overhead
considerably.

5.4 Secure Multicast Application

A secure multicast application for active networks
was implemented in Seraphim. Traditional secure
multicast uses session keys to enforce secure data
transmission and delivery. When a new member
joins a secure multicast group, the sender sends the
current session key to the new member so that it can
receive data. When a member leaves the group, the
session key has to be changed, to prevent eavesdrop-
ping. The sender has to generate a new session key
and transmit it to all the remaining members.

In our secure multicast example, joining and leav-
ing are both very simple. When a new member joins
the group, a new AC is created for this member. The
enforcement engine for this new member will get the
new AC only when it needs this AC. When a mem-
ber leaves the group, the AC administrator sends a
simple revocation AC to the enforcement engine for
this leaving member. The overhead is much smaller
than traditional secure multicast systems.



5.5 Discussion

In traditional systems, access control is defined by
policy and is enforced by enforcement engines such
as reference monitors in operating systems and fire-
walls in networks. Individual policies can be defined
at each enforcement point and managed separately.
For example, each firewall in a company can be con-
figured individually to set up a set of rules defined
by policy. When there is a policy change, a human
administrator can identify the affected firewalls, sus-
pend and reconfigure them to enforce the new pol-
icy. If there are many firewalls and frequent policy
changes, then this approach is not scalable.

An alternative approach is to have a central-
ized policy administrator. The policy administra-
tor maintains all policy information for the whole
system, and is responsible for distributing policy to
individual enforcement engines. When there is a pol-
icy update, the policy administrator can distribute
the new policy to the enforcement engines. Usually
the policy administrator does not know in advance
where the new policy is going to be used, so the ad-
ministrator may have to distribute the new policy
throughout the whole system. For example, when a
new user is added into the system, the access priv-
ileges for this new user needs to be distributed to
all enforcement engines. Also when there is a revo-
cation of an existing policy, the revocation informa-
tion needs to be distributed to all the enforcement
engines. In some environments, such as the Cisco
Secure Policy Manager for firewalls [5], enforcement
engines are suspended in order to update policies.
In traditional systems, policy update is often com-
plicated and the overhead is large.

In our architecture, we also have a centralized AC
administrator per domain. However this entity may
be replicated for fault tolerance and load balancing.
The AC administrator keeps track of the location of
ACs in the system. When there is a policy change,
this causes the ACs to change and the old ACs have
to be revoked. The AC administrator sends changed
ACs to only those enforcement engines that have the
old ACs. When there is a policy change which causes
addition of new ACs, the AC administrator does not
need to send out anything. When the enforcement
engine receives access requests from applications for
the first time, it asks for these new ACs from the AC
administrator and caches them. Therefore the over-
head is for first time use only, and there is no system-
wide distribution overhead. An overhead introduced
by our approach is the need to maintain information
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in an AC server about the location of the ACs. Since
the centralized computation time usually is smaller
than any network delays, the maintenance overhead
is much smaller than the extra network overhead of
a traditional system.

Sometimes it is difficult for the AC server to keep
track of ACs for revocation. In such cases ac-
tive applications can get ACs from the AC server,
and distribute ACs by themselves. For example, in
our Seraphim implementation, applications can en-
code ACs into active capsules, and distribute them
through active networks along with active capsules.
Applications do not need to know the details of the
policy framework and the AC contents. In this way
the system can provide very fine-grained customized
policies for applications. One simple way to accom-
plish revocation is to use a time-out. Another solu-
tion is to broadcast the revocation information, as
in traditional systems. In either case, the overhead
is no larger than traditional systems.

6 Conclusions

In this paper we propose an agent based security
architecture that allows applications to create cus-
tomized and situational policies. The motivation for
this architecture is that different applications (users
or devices) tend to have widely different require-
ments in terms of security policies and mechanisms.
The traditional model of security is very static and
cannot support different mechanisms and policies, or
change between these policies and mechanisms dy-
namically.

In our system, applications use the expressive
power of our software framework and the flexi-
ble nature of our infrastructure to create mobile
agents called active capabilities (ACs). These ACs
actually carry the customized policy to evalua-
tion/enforcement engines where they are evaluated
in a sandbox-like environment and the result of this
evaluation is enforced on the applications. The AC
management infrastructure defines a trust model for
the interaction of various components and manages
the creation and distribution of ACs.

The security framework and the evaluation and
enforcement engines are composable and extensi-
ble and require only a minimal set of functions
and mechanisms to be installed. Additional mech-
anisms and policy implementation components can
be downloaded dynamically using a secure commu-
nication channel. The overhead of managing policies



and mechanisms is very low as this can be handled
by the ACs. AC simplifies key management and dis-
tribution, making our approach very scalable.
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