Developing Dynamic Security Policies*

Prasad Naldurg, Roy H. Campbell, and M. Dennis Mickunas
Department of Computer Science,
University of Illinois at Urbana Champaign
IL, 61801, USA
{naldurg,roy,mickunas}@cs.uiuc.edu

Abstract

In this paper we define and provide a general construc-
tion for a class of policies we call dynamic policies. In most
existing systems, policies are implemented and enforced by
changing the operational parameters of shared system ob-
jects. These policies do not account for the behavior of the
entire system, and enforcing these policies can have unex-
pected interactive or concurrent behavior. We present a pol-
icy specification, implementation, and enforcement method-
ology based on formal models of interactive behavior and
satisfiability of system properties. We show that changing
the operational parameters of our policy implementation
entities does not affect the behavioral guarantees specified
by the properties. We demonstrate the construction of dy-
namic access control policies based on safety property spec-
ifications and describe an implementation of these policies
in the Seraphim active network architecture. We present
examples of reactive security systems that demonstrate the
power and dynamism of our policy implementations. We
also describe other types of dynamic policies for informa-
tion flow and availability based on safety, liveness, fairness,
and other properties. We believe that dynamic policies are
important building blocks of reactive security solutions for
active networks.

1. Introduction

Policy Management tools provide administrators the
ability to specify, implement, and enforce rules to exercise
greater control over the behavior of entities in their systems.
In this article, we describe the policy development life-cycle
for a special class of policies we call dynamic policies.
Without loss of generality, we model shared resources or
entities in a distributed system as objects that export well-
defined interfaces. The behavior of an object is controlled
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by its interface. These interfaces allow other objects (in-
cluding objects acting on behalf of users or administrators)
to query, access, and modify the objects’ operational param-
eters (or state variables) by calling the appropriate methods,
thereby changing the behavior of the system.

Policy management tools automate the task of changing
these parameters by providing a simplified cross-platform
front-end to system implementations. Currently, most net-
work policies are implemented by systems administrators
using tools based on scripting applications [5, 26] that iter-
ate through lists of low-level interfaces and change values
of entity-specific system variables. The policy management
software maintains an exhaustive database of correspond-
ing device and resource interfaces. With the proliferation
of heterogeneous device-specific and vendor-specific inter-
faces, these tools may need to be updated frequently to ac-
commodate for new hardware or software, and the system
typically becomes difficult to manage. As a result, gen-
eral purpose low-level management tools are limited in their
functionality, and are forced to implement only generic or
coarse-grained policies [33].

Since most policy management tools deal with these
low-level interfaces, administrators may not have a clear
picture of the ramifications of their policy management
actions.  Dependencies among objects can lead to un-
expected side effects and undesirable behavior [24]. In
Seraphim [23, 7], we remedy this situation by focusing our
attention on a special class of policies that are designed with
explicit knowledge of system behavior and interactions be-
tween various system objects. Our policy development cy-
cle begins with the formal specification of system properties
of interest. These properties correspond to security guaran-
tees we want to preserve in our system. Properties are rep-
resented as sets of desirable behaviors, described in terms
of objects and methods, and are expressed using an appro-
priate formal notation.

Next, we specify a model of the system behavior with
respect to the properties we want to guarantee. This model
can be viewed as an abstraction of behavior of the system



implementation. This specification includes the behavior
of all objects that correspond to identifiers in the property
specifications, and the transitive closure of the objects that
interact with them. We take advantage of model checking
techniques [9] to verify that our system specification can
satisfy the desirable behavior specified by the properties.
Once this is verified, these properties correspond to behav-
iors that can be guaranteed within the framework of our
model. If the property cannot be validated, model check-
ing provides counter-examples that can be used to improve
the system design and implementation.

The mapping between validated properties and policy-
preserving security policies follows from the specifications.
Once the specifications are validated against the system
model, we identify specific objects, variables, and meth-
ods in the system implementation corresponding to the state
variables and mechanisms in the property specifications.
These objects and methods automatically form a part of
the property-preserving policy implementation and enforce-
ment mechanisms. For example, we allow access to system
resource if and only if our system has a rule in its access
control rule database that allows the action. This property
has to be guaranteed by any access control policy imple-
mentation at all times. To change an access control policy,
we need to change the corresponding entry in the access
control rule database. In addition, we need to guarantee that
access is only allowed to objects that can provide authoriza-
tion proofs. These objects, rules and mechanisms therefore
automatically form a part of our policy management infras-
tructure.

Based on the discussion above, we introduce the con-
cept of a dynamic or executable property-preserving pol-
icy. A dynamic policy is a program consisting of a set of
guards and actions, created by our policy administrator. It
encodes not only the logic to modify the system implemen-
tation to change operational parameters, but also includes
all the necessary guards to enforce good behavior and pre-
vent its misuse. For example, in the access control policy
example, the guard can include proofs of authorization, and
the commands are programs to change the access control
rules. In our Seraphim active network prototype, these pro-
grams map directly to active capsules, and can be viewed as
in-line policies [27]. These policies are managed, updated
and changed by executing the appropriate capsules in a suit-
able protected software context (NodeOS or EE) [6]. We
describe examples of guards and commands for different
types of policies in this paper. Active capabilities are spe-
cial guarded commands for access control policies. These
guards and commands allow us to change operational pa-
rameters in the policy implementation, without causing un-
desirable behavior. Policies implemented in this fashion can
make strong and verifiable guarantees about system behav-
ior.

We believe that the real application of such policies is in
the design of reactive security systems. By including formal
analysis, verification, and validation in our policy develop-
ment life-cycle, we reason about the effectiveness of our
policies, and can therefore change operational parameters
of dynamic systems with greater confidence. Situational
policies in response to attacks can be developed as the sys-
tem evolves in response to threats and exposures. Once the
framework for a new policy type is in place, new policies
can be created on the fly, following the specification guide-
lines. These policies can also be enforced instantaneously
by sending and executing guard capsules over networks,
during an attack window, to successfully mitigate the im-
pact of an attack. In the course of this article, we describe
a framework for specification, enforcement and implemen-
tation of these dynamic policies within the active network-
ing context. However, our techniques are general enough to
augment any distributed system.

In Section 2 of this paper, we define the class of dynamic
policies and present a general method for constructing these
policies. We also discuss the threat model for this class of
policies. In Section 3 we give a detailed construction of dy-
namic access control policies that are annotated with autho-
rization proofs, based on preservation of safety properties.
In section 4, we provide a brief description of the Seraphim
architecture and the implementation of dynamic access con-
trol policies in the context of active networks. We also ex-
plain why active networks can be used as a framework to
develop, disseminate, and enforce such policies, and how
these policies enhance the usability of the active networking
paradigm. We also briefly describe an example application
developed by the Seraphim group that allows an adminis-
trator to change between two different access control policy
strategies by creating policies on the fly. Section 5 gives ex-
amples of other dynamic policies for information flow and
availability in terms of safety, liveness, fairness and other
properties. We summarize related work in Section 6 and
conclude this paper in Section 7.

2. Dynamic Policies

In this section we describe a general method for design,
specification, enforcement and implementation for dynamic
property-preserving policies. We also describe the threat
model and discuss the attack resilience properties of this
class of policies.

2.1. Policy Development Life-Cycle

We describe the construction of dynamic policies in a
systematic manner. An example of this procedure is the
design of Seraphim’s dynamic access control policies that



is presented Section 3. Our policy development life-cycle
can be broken down into the steps shown in Figure. 1.
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Specification Specification

Model
Checking
Policy
Implementation
Policy Enforcement
Dynamic Policies
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Figure 1. Policy Development Life-cycle
We explain each of these steps in detail below:

1. Property Specification: In the first step of our life-
cycle, we specify the set of desirable behaviors or
security properties that need to be guaranteed in our
system, using a suitable language or formal notation.
Traditionally, security policies are classified as access
control, information flow, and availability policies de-
pending on the type of behavior they control. Different
types of properties include safety properties which as-
sert that something bad never happens, liveness prop-
erties that assert that something (good) eventually hap-
pens, fairness properties that assert that everybody gets
a chance to use a resource, etc. As described in the
next section, access control policies can be specified
as safety properties, and can be specified using simple
temporal logic operators (LTL [9], PTL [32] etc.). We
investigate the use of different types of logics and logic
operators to represent properties for access control, in-
formation flow, and availability policies.

2. System Specification: This step models the environ-
ment of the entities of interest in the property specifi-
cations. Lamport [18] states that the behavior of every
discrete system can be formally represented by a be-
havior. Dynamic systems can be modeled in different
logics such as Rewriting Logic [2, 10] and TLA [17],
by abstracting the behavior of objects and interfaces
and mapping these as state variables and actions (e.g.,
as atomic propositions or predicates) in a formal no-
tation. We develop a behavioral model of the envi-
ronment of the property that includes not only all the

entities in the property specifications, but also any en-
tities they interact with in the system. We also specify
this model using an appropriate formal notation. For
example, rewriting logic allows us to develop an exe-
cutable specification that can be used directly for prop-
erty checking. The level of abstraction of the model
depends on the properties we are interested in, and
Steps 1 and 2 are not strictly sequential. Modeling the
behavior of the system helps us understand the differ-
ent entities (or objects), their interfaces and interac-
tions.

. Model Checking: The next step is to check and ver-

ify that the properties can be satisfied by the behavior
description of the model using model checking [9]. A
Model M satisfies a property, expressed as a tempo-
ral logic formula f, if M,s &= f, where s is an ini-
tial state. This step helps us determine what security
properties can be enforced in the system, and therefore
allows us to identify what dynamic policies can be im-
plemented, without sacrificing these guarantees. It is
also a useful method to identify fundamental design
flaws, to account for side effects and recognize subtle
interactions that might induce undesirable behavior.

. Mapping and ldentification of Policy Implementa-

tion Mechanisms: In this step, we develop the map-
ping between logical variables in the temporal formu-
las of the property specification, and the system objects
and interfaces of the system implementation. Policies
can therefore be implemented by ensuring that the be-
havior of these objects do not violate the property spec-
ifications.

. Development of Policy Enforcement Mechanisms:

The policy implementation mechanisms identified in
the previous step are augmented with enforcers to
guarantee that they do not violate their behavior pro-
files. For example, enforcers for access control mech-
anisms can include reference monitors that intercept
access requests and validate authorization proofs. An
enforcer for a fairness policy can include a priority in-
version mechanism that can be activated by an autho-
rized user or administrator, to stop a misbehaving ob-
ject from hogging resources. In general, the system
may need to be augmented with enforcers to guarantee
desirable behavior, and these form a part of the TCB
(Trusted Computing Base). The system is engineered
so that it is difficult to gain access or ownership to these
enforcers or their interfaces.

. Creation of Dynamic Policies: After the enforcers

are in place, the next step is to specify the dynamic
policies that can be implemented in the framework of
our model and property specifications. These policies



are implemented as code capsules that encode the nec-
essary guards and logic to change the operational pa-
rameters of the system objects, without sacrificing the
properties.

7. Policy Validation and Testing: The final phase in the
policy development of dynamic policies is the testing
of the dynamic policy implementation. So far, the for-
mal specification and verification of properties, sys-
tem models and dynamic policies allows us to reason
formally about security guarantees. The testing phase
actually checks the implementations of the these poli-
cies to make sure they match the specifications. Soft-
ware testing may involve type-checking and informa-
tion flow analysis. Rigorous tests are developed from
the formal descriptions of the model and properties and
validated by observing the traces.

To summarize this subsection, we present a general con-
struction for a class of security policies called dynamic poli-
cies that are based on formal specification, analysis, and
verification of the behavior of systems. Dynamic policies
provide administrators the ability to change the operational
parameters of important system entities, without sacrific-
ing guarantees of good behavior. These policies are imple-
mented as programs and can be created on the fly and im-
plemented by executing them in a suitable context. Our life-
cycle helps us identify vulnerabilities and reduce the threat
of exposure with respect to policy specification, implemen-
tation and enforcement. A concrete example of dynamic
policies is given in the next section.

In the next subsection we briefly explain the threat model
associated with our policy class.

2.2. Threat Model

Dynamic policies are designed with careful regard to
system behavior. However, designing a system resilient
to all threats and exposures will require similar guarantees
from all components of the system, hardware and software,
and adequate social engineering practices. Our policies pro-
vide a mechanism to change operational parameters to im-
plement situational policies during the running of a system.
The system does not need to be restarted and bootstrapped
to change a policy rule. What we provide is a guarantee
that changing the policy rules does not leave the system in
an undesirable state. With our policies and enforcers, we
augment systems with the mechanisms to ensure that the
desirable properties that can be satisfied by the underlying
system are enforced and not violated.

However, we are also limited by the level of abstraction
in our model. While fine-grained abstractions can increase
the resilience of our system, the performance penalties may

be unacceptable. Threats to our system can include exter-
nal factors (e.g., social engineering, insider attacks, com-
promise of authorization credentials, malicious administra-
tors, etc.) that cannot be modeled as undesirable behavior,
because we may not be able to distinguish it from the desir-
able case.

3. Dynamic Access Control Policies

In this section we describe the specification, implemen-
tation and enforcement of dynamic access control policies.
In the first subsection, we develop an initial specification
of these policies following the general outline described
in Section 2. We augment this with authorizations and
present the complete specification in Section 3.3. In Sec-
tion 4, we describe an implementation of these policies in
the Seraphim architecture, along with example applications
that demonstrate the attack resilience properties of these
policies.

3.1. Access Control

In this subsection, we develop a behavioral model of the
access control problem in a distributed system. Access-
rights to resources are traditionally modeled as access con-
trol lists (ACLs) or capability lists. The basic construct
used to represent access control is the access-right tuple
(subject, object, right) which represents a subject’s ac-
cess rights to object interface methods. We restrict our
initial specification to this type of access right, though our
methodology is general enough to develop specifications for
negative access rights, group and role-based access rights
etc. ACLs are object-centric and list all the subjects that
can access a given object, along with specific access rights.
Capability lists are subject-centric and contain a list of ob-
jects and rights that can be accessed by a given subject.
In most systems these two lists are merged into an Ac-
cess Control Matrix, which is a table whose rows are sub-
jects and columns are objects. At the intersection of each
(subject, object) pair is the list of allowed methods that
can be accessed by the subject. ACLs and capability lists
are equivalent with respect to the types of access rights they
model [8]. ACLs allow easy revocation and capability lists
are easier for delegation, and the use of one or the other is a
matter of preference.

An access control operation is therefore a simple lookup
operation on the access matrix to check if the subject (or
the object acting on behalf of the subject) is allowed to call
the method on the relevant object. An access is allowed
if and only if the corresponding entry can be found in the
access control matrix. A formal specification of the basic
access control rule is given as:



‘Allow(s,o, m) < (s,0,m) € A‘

Here A is the access control matrix and s, o0, m stand
for subject, object and method respectively. The desirable
behavior of this system or the safety property that is
invariant at all times is:

‘ O(Allow(s,0,m) A (s,0,m) € A —» skip) ‘

Here O is the henceforth or G operator in a suitable
temporal logic (LTL or PTL).

From the modeling of the behavior of the system we
observe that the safe behavior of the system relies on the
proper enforcement of the property defined above. Access
Control policy development consists of defining methods
to control and modify the Access Control matrix A. Since
the Allow method has three parameters (subjects, objects
and methods), methods that manipulate these parameters
form a part of the policy specification. Different access
control policies can be enforced by adding or removing
subjects, objects and methods. We use the guarded com-
mand language [12, 30] to specify set of executable policy
management operations (or dynamic policies) in the sys-
tem. A guarded command is represented as a (guard —
command) where a sequence of guards is followed by a
sequence of actions. The guards specify the preconditions
necessary to execute the commands. The system specifi-
cation, with methods to add and remove users, objects and
methods to A is given below (we call subjects users here) :

statevars

U: set of USERS initial ¢

O: set of OBJECTS

A:setof (u: USERS;0: OBJECTS;m : METHODS)

transitions
Allowed(u, 0,m) A (u,0,m) € A — skip

AddUser(u,v') — U :=U U {u'}

RemoveUser(u,u') —
U:=U - {u'};
A:=A-{(u,o,m) | o€ 0O,me METHODS}

AddObject(u,0) —
0 :=0U{o};

RemoveObject(u, 0) —
O:=0—-o;
A:=A—{(u,o,m)} |uecUme METHODS}

AddObjectMethodToUser (u,u’,0,m) —>
A:=AU{(,0,m)}

RemoveObject M ethodFromUser(u,u’,0',m') —
A:=A—{{,o,m)}

From this specification we observe from the policy man-
agement interfaces that that any user in the system is al-
lowed to add or delete subjects, methods, and objects arbi-
trarily. Furthermore objects and users can be added to the
system, without creating any entries to the Access Control
Matrix. However removing the objects implies that we need
to delete all the corresponding methods. This policy imple-
mentation is of little use in the absence of stronger enforce-
ment mechanisms. What is missing in this specification is
the notion of authorizations.

In practical access control systems, different sets of users
are allowed (or authorized) to create and delete users, ob-
jects and methods. In a DAC (Discretionary Access Con-
trol) system, only the administrators can create and delete
new users. However, users are allowed to create and own
objects and add access rights to objects they own. For
example, if userl owns fileyser1, then userl can insert
(user2, fileyser1,read) into A. In an MLS system, users
and objects can be added only by administrators.

We augment our specification, to make it more meaning-
ful, with special proofs of authorization. In order to change
an entry in A, the user is required to produce a proof at-
testing that he or she is allowed, by some trusted authority,
to actually call the relevant method. In order to verify this
proof we need to add adequate policy enforcement mech-
anisms to our design. Since our aim is to prevent unau-
thorized modification of the capability lists, we add addi-
tional guards to our specification to provide the necessary
mechanism to guarantee that only authorized modifications
are allowed. These guard and action pairs that specify how
to change capability lists are called “active capabilities” in
Seraphim [7].

3.2. Trust Management

One way of generating such proofs is by using an attesta-
tion from a trusted administrator that gives the holder of the
attestation the capability to change an access-matrix entry,
or the permission to call a method to change the entry. This
type of capability (also called a license [34]) or credential
is an attestation of trust. These capabilities can be passed
around among users and processes that are not running in
the Trusted Computing Base. For this reason, they should
be protected against modification. An attestation can have
the same format as an access matrix entry, and can be made
unforgeable by the issuer by attaching a cryptographic dig-
ital signature. The signature should tie in the name of the
issuer and the intended recipient to prevent modification.
This not only prevents modification, but also provides non-
repudiation of ownership.



However, using these signed capabilities as attestations
to control modification of capability lists is not without
problems. Consider the set U of users who can issue signed
capabilities, the set O of shared objects in the system and
the set M of methods corresponding to access rights. The
set of all licenses that can be presented to the policy man-
ager in this system is exponential in the size of these three
sets and is given by C C U x P(O, M). In the absence
of rules to govern the creation and dissemination of these
licenses, the system can quickly become unmanageable. A
user can have many different licenses and may present any
subset of these to the policy manager during an access con-
trol request. The policy manager needs to decide whether
the decision is consistent with the trust management impli-
cations of these attestations and this may be non-trivial. For
example, the monotonicity of the privileges available after
revocation may have to be maintained [34] to prevent unde-
sirable behavior.

In our policy management architecture, we do not use
signed capabilities to create the authorization proofs. In-
stead we rely on two simple credentials that attest to the
identity of the entities (primarily subjects) and the owner-
ship of one entity by another. The credentials in our sys-
tem cannot be delegated and are not available to any en-
tity except the policy implementation logic. An example
identity credential typeof(Alice, administrator) asserts
that the identifier Alice is an administrator. The credential
owns(object, method) or owns(user,object) attests that
the method is “owned” or exported by the object or the ob-
ject is owned by the user, respectively. Unlike signed capa-
bilities, the size of these credentials is linear in the size of
the number of users, objects and methods. All commands
that modify the capability lists in the policy logic can in-
clude these credentials.

In the next subsection, we augment our specification
with these credentials for a specific policy type (DAC) and
show how these authorization proofs guarantee only autho-
rized behavior in our system.

3.3. Modified Seraphim DAC Policy

Central to a DAC policy is the notion of ownership.
Users are allowed to own objects and set appropriate ac-
cess control policies for these objects. We associate this
notion of ownership with a method control that gives
the users the ability to delegate rights to access its ob-
ject methods to other users. If a user has the capability
(user, object, control), then it can add methods for the ob-
ject in other capability lists.

In addition to this type of capability, we also have cre-
dentials or attestations of trust. From the policy enforce-
ment point of view, we observe that access is allowed only
when the corresponding capability can be found in the ca-

pability list A, and when the subject of the access control
produces an authorization proof. We present the complete
specification of Seraphim’s DAC policy next. The set C con-
tains the identity and ownership credentials attested by the
administrator, as required.

statevars

U: set of USERS initial ¢

O: set of OBJECTS

A:setof (u: USERS;0: OBJECTS;m : METHODS)
C: set of identity and owner ship credentials

transitions
Allowed(u,0,m) A (u,0,m) € A — skip

AddUser(u,u') A typeof (u, admin) € C —
U:=UuU{u'};
A= AU {{u, v, control)}

RemoveUser(u,u') A (u,u,control) € A —»
U:=U - {u'};
A= A— {{u,u,control) };
A:=A-{{u,o,m) | o€ OAme METHODS}

AddObject(u,0) A owns(u,0) € C —
0 = 0 U{o};
A := AU {{u,o0, control) }

RemoveObject(u,0) A (u,0,control) € A —
O :=0 - o
A:=A—{{u,o,m)} |lueUAme METHODS}

AddObject MethodToU ser(u,u’,0,m) A owns(u,o) € C
Nowns(o,m) € C —
A:=AU{(«,0,m)}

RemoveObject MethodFromUser(u,u’,0',m")
ANu',0',m') € AN owns(u,0') € C —
A=A—-{{,o,m)}

From the specification, we observe that only administra-
tors are authorized to add users to the system. The iden-
tity credential (typeof(u,admin)) is sufficient to guar-
antee this. In RemoveUsers we observe that the abil-
ity to remove a user depends on the ability to add a
user, and by transitive closure, we can assert that only
administrators can remove users. Any user can also
add a capability for another user, as long as it owns
the object and the object exports the required method.
We observe from the transition functions AddObject
and RemoveObject and AddObject M ethodT oU ser and
RemoveObjectMethodFromU ser, by transitive closure,
that this ownership requirement is indeed enforced by the
credentials (owns(u, 0)) and (owns(o, m)).

To validate the model, for the given DAC specification,



we can reiterate that each transition that can change a ca-
pability list, along with the credentials and capabilities that
are already in the system, under transitive closure, consti-
tutes an authorization proof of why access should be al-
lowed in our system. This is in accordance to the policy
requirements. Any access control system built according to
our specification is always in a safe state with respect to the
manipulation of capability lists.

Other types of access control policies can also be spec-
ified and validated using a similar procedure. Seraphim’s
MLS (Multi-Level Security, which is a type of Mandatory
Access Control) policy is based on the Domain and Type
Enforcement (DTE) [1] policy. Users belong to domains
and objects are classified into types. Policies are imple-
mented using an access control matrix, where the access
rights on object methods are stored at the intersection of
a domain and type entry. We model this as a capability
list indexed by the domain label, instead of the user iden-
tifier. The policy enforcer for MLS is responsible for pre-
processing the (subject, object, method) tuple and con-
verting it into a (domain, type, object, method) tuple re-
quired for DTE. Methods to add and remove users, do-
mains, types, objects to types, and domains to users are
restricted to the administrator by including a guard that
verifies a typeof (user,admin) credential. Adding types,
objects, and methods to a domain require an additional
owns(object, method) credential. A partial specification
of the DTE policy is given below:

statevars

U: set of USERS

O: set of OBJECTS

D: list of DOMAINS {d | d C P(USERS)} init default
T:listof TYPES {t | t C P(0: OBJECTS)}

A:setof (d: DOMAINS;(t: TYPES,0: OBJECTS);—
m: METHODS)

DDT: set of

(d : DOMAINS;d: DOMAINS;m : METHODS)

L: set of credentials

transitions
Allowed(d, t,0,m) A (d, (t,0),m) € A — skip

AddTypeMethToDom/(d,d',t',m') A typeof(d,admin) € C
Nowns(o',m') € C —
A2 AUL, (#,0), m'))

RemoveTypeMethFDom(d,d',t',m') A{d',(t',0'),m') € A

Atypeof(d,admin) € C —
A=A-{{d, ({,o),m)}

In Seraphim MLS, we tightly couple the types and

objects, to maintain fine-grained control over the addi-
tion and removal of types and methods to the access
matrix. Note that unlike DAC we do not require the
(owns(user, object)) credential here. For a complete spec-
ification of Seraphim’s dynamic access control policies, in-
cluding RBAC, please refer to [29].

3.4. Model Validation

From the specifications for Seraphim DAC and MLS,
we claim that if the credentials are generated correctly and
the administrators keys are not compromised, then the exe-
cutable policies allowed in our system have the required au-
thorization proofs necessary (by transitive closure) to guar-
antee that authorized access to a resource is synonymous to
the possession of unforgeable credentials.

In the next section, we describe briefly the Seraphim
active network implementation of dynamic access control
policies.

4. Active Networ ks and Dynamic Policies

In this section we provide a brief overview of our
Seraphim security architecture for active networks. For
more details refer to [23, 7, 22, 19, 20]. The major compo-
nents of our architecture and their interactions in the context
of the active network architecture are shown in Figure. 2.
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Figure 2. Seraphim Active Network Node

The key component of Seraphim Dynamic Policy Archi-
tecture is the Security Guardian. The guardian is the policy
enforcement mechanism and is implemented as a colocated
extension to the Node OS. Every node has a guardian that
intercepts all accesses to node resources. The policy frame-
work implementation is also a part of the guardian. The




implementation is componentized and reconfigurable, and
can be downloaded dynamically when required.

To change operational parameters that change the policy
implementation, administrators use the interface provided
by the policy framework to create a customized piece of
code that encodes the type of access control policy and the
guarded commands from the policy specifications from the
previous section. This code fragment is called the active ca-
pability (AC) [7, 23]. Unlike a traditional capability, which
is merely a static authorization credential that encodes the
principal and the permissions associated with the principal,
an active capability is actually executable Java bytecode in
our implementation *. In addition, an active capability is
protected by cryptographic digital signatures, resides in user
space, and can be freely passed around.

An active capability relies on a policy framework for
context. An application presents an active capability along
with its regular data or protocol capsules to the active
router’s guardian at execution time. The enforcement mech-
anisms in the guardian recreates the context of the policy
type within its policy framework. If at any point during
this process, the policy framework discovers that it does
not have an implementation for the type of the policy, it
downloads the code dynamically into the framework, using
the underlying active network. It then instantiates the run-
time parameters associated with the active capability in its
sandbox-like environment and executes the active capabil-
ity in this environment. Based on the result of the evalua-
tion of this active capability, the access control decision is
enforced.

From this description, we observe that active networks
not only help in realizing the concept of dynamic policies,
but also allow the development of “what you need is what
you get (WYNIWYG)” implementations. In addition, the
paradigm is enriched by these policies because their be-
havior can be validated by formal methods. One of the
main concerns about active networking is the proliferation
of code capsules that can cause arbitrary and undesirable
behavior. Dynamic policies are examples of capsules that
preserve a verifiable and well defined behavior. By de-
ploying dynamic access control policies on chosen network
routers, administrators can have greater control over what
active capsules are allowed to execute and enforce stricter
access control policies on these routers under attack.

In the next subsection, we describe an example appli-
cation scenario which demonstrates the expressiveness and
usefulness of these policies.

INotethat this defi nition of active capability isless general than the one
described previously

4.1. Example Dynamic Security Scenarios

Our dynamic policy architecture allows many different
access control strategies to exist in the same system, though
only one type of strategy may be active at any time. Within
each strategy, the policy implementation can be changed dy-
namically without affecting the safety properties, while pro-
tecting against unauthorized modifications of these policies
at the same time.

We have built two applications of example scenarios to
demonstrate our dynamic access control policies from the
specifications. The first example is the dynamic firewall.?
Initially all routers are bootstrapped with the same access
control policy. Then an attack scenario is simulated, where
we generate an unwanted ICMP ping capsule directed at a
victim router, forcing the victim to reply with another ICMP
capsule. An attack detection agent triggers an alarm that
dynamically removes the ability of a ping capsule to ac-
cess the routing table implementation on the victim router.
The victim router drops these packets without replying, and
propagates a “vaccine” to its upstream router, which deletes
its ICMP ping access rule and so on. Eventually, the at-
tacker’s flood is stemmed at the source. Once the attack
stops at a node, the access rule is reinstated. The dynamic
firewall grows outwards from the victim, filtering packets
closer and closer towards the attacker and remains in place
only as long as the duration of the attack. The average over-
head [7] for an application running on a Sparc 10 on the
same 100Mbps average time to send and install a vaccine
across the network is 34ms.

Our second example demonstrates how we change the
DAC policy on a specific computer to a more restrictive
MLS policy to protect the integrity of information flowing
between sensitive objects on the system. This policy can be
deployed in response to an email virus. In the new MLS
policy, users are prevented from sending messages on the
network by removing their ability to transfer to the network
domain and send their messages. This example is straight-
forward and requires that the policy logic of both MAC and
MLS already exist on the system. Policies are developed
and installed by the administrator on the fly, and when the
administrator is done implementing the policy in the new
strategy, the appropriate enforcement mechanism is acti-
vated. The performance overheads to switch between two
strategies for our simple example was = 2s. Other exam-
ples of dynamic policies in Seraphim and detailed perfor-
mance numbers can be found in [21, 20].

5. Information Flow and Availability Policies

Security policies are classified as access control, infor-
mation flow, and availability policies [30]. As we saw in

2This application was demonstrated in [7]



Section 3, access control policies can be specified as safety
properties (also shown in [30]). In this section, we exam-
ine the other two classes of policies and explore the type of
properties and logic needed to specify these policies. Prop-
erty types include safety, liveness, fairness and denial of ser-
vice. We also include example specifications of these prop-
erties and briefly describe some enforcers for such policies.
Since this section describes work in progress, we do not
give complete specifications of systems.

5.1. Information Flow Policies

Information flow policies specify controls over flow of
information among different classes. Information flow poli-
cies can be specified as either safety of liveness proper-
ties [30, 32]. An example of a safety information flow pol-
icy is the MAC policy that regulates the directional flow
(send or receive) of certain classes of information. In this
sense, a well-behaving information flow policy is a safety
property where no bad flows occur. To enforce this policy,
flow filters are added to the points where information flows
in and out of the system objects (or ports). A partial speci-
fication of the Bell-LaPadula [3] information flow policy as
a safety property is shown below:

statevars U: set of USERS
O: set of OBJECTS
L: POSet of LABELS immutable
UM:set of (u : USERS;l: LABELS)
OM:set of (o :OBJECTS;! : LABELS)

transitions

Read(user, obj) A (user,labelyser) € UM
A{obj,labelop;) € OM A (labelyser > labeloy;) — skip

Write(user, obj) A (user, lyser) € UM
N(obj, lop;) € OM A (labelyser < labeloy;) — skip

To enforce this policy, immutable labels are added to
all objects. User and Object labels can only be changed by
the system owner. Before any read or write operation (e.g.,
before a send or receive), the labels are checked to see if
they violate the two safety properties “no read up” and “no
write down”, expressed as:

‘ O(Read(user,obj) < (labelyser > labelopject)) ‘

‘ O(Write(user, obj) < (labelyser < labelyy;)) ‘

To enforce this, all objects that send and receive infor-
mation between each other have to be augmented with a
guard that enforces this property. Dynamic policies in this

case will correspond to the policies that can add users and
objects along with their labels.

However, other information flow policies can be ex-
pressed as liveness properties. Lamport [16] showed that
the liveness property is dependent on the safety properties
of sharing mechanisms. Liveness does not imply safety
and vice-versa. A classical example is the specification of
reliable streaming protocol. A property specification for
such a protocol is given as (for all messages):

‘ O(send —> oreceive) ‘

Here the ¢ operator stands for the eventually operator
or the F' (in the future) operator in LTL. This property im-
plies that all messages sent must be eventually received. A
simple windowing protocol satisfies this specification. The
enforcer in this case is the windowing implementation, and
dynamic policies to change the window size and parameters
can change the operational parameters of the protocol with-
out changing its behavioral guarantees. Liveness properties
can be specified using the O and < operators [32]. However,
as we see in the next subsection, this property specification
does not address fairness and denial of service issues.

5.2. Availability Policies

In the previous subsection, we showed example specifi-
cations of liveness properties. However these policies do
not impose any bounds on the availability of resources. A
sender may experience starvation and never be able to send,
in which case channel liveness as specified by the prop-
erty is vacuously true at all times (recall that an implication
p — q is true when p is false).

Now consider the following property:

’ (OGsend — OOreceive) ‘

This represents the behavior of a system in which, for
all users, if the trace of system behavior contains sends
infinitely often, represented by O, then it also contains
receives infinitely often. This says that if the sender does
not starve, the message will be eventually received. While
this property is adequate to represent the notion of fairness,
it does not express availability constraints. Specifically, it
does not impose any bounds on the amount of time (finite
or minimum) a sender should wait before a user can send
in the first place. A policy implementation that ensures
availability for sends (or prevents sender starvation) would
therefore include some bounds on individual resource con-
sumption, e.g., and enforce this using channel arbitration,
priority queues or other fair queuing disciplines that multi-
plex the senders packets. This ensures that if users want to
send, they do not wait forever.



We also observe that the example fairness specifications
do not prevent denial of service. What is missing from
the specification is the notion of “making progress” or re-
silience to denial of service. Yu and Gligor [35] develop a
Finite Waiting Time (FWT) Policy, to prevent denial of ser-
vice and show that in order to model the notion of denial
of service resistance, in addition to fairness, simultaneity
and user agreements are required to make progress. In the
channel modeling example, in order to prevent a user from
waiting forever, several things need to happen at the same
time (simultaneity). When the resource becomes available,
the user must have something to send. It is not enough if
only one of these conditions hold, to make progress. Denial
of service can also take place because another high priority
user may decide to send, delaying the send of the lower pri-
ority user. Therefore, in order to guarantee a finite waiting
time, user agreements to preempt this type of behavior are
also required. Millen [25] extends the notion of denial of
service resistance by defining a resource allocation model
that satisfies MWT or maximum waiting time policies in
addition to FWT policies.

We are extending this notion and modeling the Dis-
tributed Denial of Service (DDOS) problem, by identify-
ing appropriate property specifications and enforcers, and
developing appropriate dynamic policies to change oper-
ational parameters while guaranteeing DDOS resilient be-
havior properties. We have developed an enforcement pro-
tocol using credentials that authorizes the use of bandwidth
(CABs), along with a dynamic filtering implementation that
enforces the user agreements, simultaneity, liveness, and
safety properties required to prevent denial of service. The
complete details of these mechanisms will be published in
a forthcoming paper.

6. Related Work

In this section we present a brief summary of related
work. Policy specification, reasoning and trust management
are mature areas of research, and to include all related re-
search is beyond the scope of this paper. We only attempt
to highlight relevant recent research and any omissions are
inadvertent. We classify related research into the following
categories: security issues in active networks, enforceable
policies, security policy specification, specification of ac-
cess control policies, and trust management.

The Active Networks Security Working group, which in-
cludes the Pls in the Seraphim project, has developed a Se-
curity Architecture draft that highlights the important secu-
rity issues, and a comprehensive threat and trust model for
the active networking paradigm. Murphy et al.’s [28] pro-
posal for strong security in active networks discusses the
issues and requirements for authentication and authoriza-
tion mechanisms in the active networking paradigm. This

research deals with the trust assumptions and protection
mechanisms required to prevent different active network-
ing entities such as the end-user, NodeOS, EE and active
capsules from behaving maliciously and compromising the
network infrastructure as a result. Parallel research in the
Seraphim group [19, 22, 20] with respect to the use of stan-
dard APIs to augment this required security, together with a
flow analysis of the security protocols enabled by the APlIs,
complement our research in dynamic policies. A secure ac-
tive network infrastructure, though orthogonal to the work
presented here, is a prerequisite to the deployment of dy-
namic policies in active networks.

The PLAN project [14] has developed a "Packet Lan-
guage for Active Networks” which is a resource-bounded
functional programming language. The fundamental con-
struct in the language is remote evaluation of delayed func-
tional applications. By restricting the language, PLAN al-
lows users to develop active capsules that have attack re-
silience properties, such as CPU and memory denial of ser-
vice protection, and guaranteed termination. The choice of
a programming language to encode dynamic policies is im-
portant. In addition to the behavioral guarantees, program-
ming language safety (such as PLAN) needs to be an inte-
gral part of any dynamic policy implementation.

Schneider defines a class of policies called Enforceable
Policies [30] that can be enforced by execution monitoring.
This class of policies is specified using a special automata
called Security Automata and is concerned with the preser-
vation of safety properties. Our class of dynamic policies
super-scribes this definition by providing a general method
for building security properties with verifiable properties,
based on the modeling of system behavior and validation of
property satisfaction. As such, enforceable policies are an
important subset of dynamic policies.

Different notations and languages for security policy
specification have been proposed by various researchers.
These include the policy specification from the IETF Policy
Framework Working Group [33], the original SPKI project,
and the SecPol project. The IETF Policy Framework Work-
ing Group[33] is working on a policy framework specifi-
cation that focuses on the development and enforcement of
policies for QoS and IPSec applications. A special language
to specify policy rules, which consist of a set of conditions
and a set of actions, is proposed by this working group.

The SPKI system was proposed to provide mechanisms
to support security in a wide range of Internet appli-
cations, including IPSEC protocols, encrypted electronic
mail, WWW documents and payment protocols etc [13].
The SecPol approach advocates the use of a role-based
framework to manage security in large, multi-organizational
distributed systems[31]. The SecPol project has developed
Ponder[11], a declarative, object-oriented language to spec-
ify security policies, group them into roles and relation-



ships, and define management structures. However, none
of these projects include a formal modeling of systems for
which the policies are developed, or use model checking to
verify that the model can actually enforce the properties and
policies of interest.

Jajodia et al. [15] propose a language for expressing au-
thorizations and enabling the enforcement of multiple ac-
cess control policies. They show how programs written in
this language effectively capture the abstractions necessary
to define different access control models. The security prop-
erties of implementation programs are not modeled.

Weeks [34] provides a formal semantics for expressing
trust management systems via a fixpoint lattice model for
monotonic assertions. This model is useful to understand
the trust management of capability-based assertions. Chan-
der et al. [8] provide a state transition approach to model the
interaction of trust management and access control. The in-
teraction of access control and trust management including
the use of unforgeable credentials to provide authorization
proofs and the equivalence of ACLs and capability lists can
be validated in their framework.

The capability-based KeyNote [4] system of Blaze et al.,
provides a single language for both policies and creden-
tials, based on predicates that describe the trusted actions
permitted by holders of specific public keys (or other cryp-
tographic identifiers). Our model integrates access control
policy management with a simple trust management mech-
anism. The main purpose of KeyNote is to express and eval-
uate policies and trust delegations that occur in PKI appli-
cations. KeyNote can be integrated into our framework for
trust management for other types of dynamic policies that
require more expressive credentials.

7. Conclusions

To summarize, in this paper, we describe a general
method to construct a special class of security policies we
call dynamic policies. Through the policy development life-
cycle, we explore the specification, verification, and valida-
tion of these policies using suitable formal notations and
methods. We also describe the mechanisms for policy en-
forcement based on the implementation of the specification.
The policies created in this framework can be updated by
administrators during the operation of the system without
compromising the security properties of the implementa-
tion. As an example, we develop a formal specification of
access control policies as safety properties in the behavioral
model of our system, whose enforcement is augmented with
proofs of authorization. We also describe our implementa-
tion of dynamic access control policies in Seraphim, in the
context of active networks, and demonstrate the power of
our policies with two examples. Construction of other types
of dynamic policies based on liveness, fairness and denial of

service resistance are also briefly described.

At a higher level, our research explores the behavioral
descriptions of programs that can be sent across networks
to change a system’s software state. We explore this in
the context of security guarantees that can be made about
the system state before, during, and after the execution of
such programs. This research is crucial in the context of ac-
tive networking and in other dynamic environments where
operational parameters are constantly changing. Our dy-
namic policy development life-cycle enables the creation of
customizable programs that can be deployed on-the-fly to
enforce and implement strong security policies. We also
strongly believe that security concerns need to be integrated
into models of system behavior, and security properties
have to form an integral part of system specifications. Our
major contribution is that we present a powerful set of meth-
ods and mechanisms that can be used to create policies with
strong security guarantees, eliminating guesswork in the de-
sign and deployment of reactive security systems.

At a more fundamental level, we also argue that dynamic
environments require dynamic security solutions. Dynamic
policies enable administrators to react to vulnerabilities de-
tected by IDS and risk analyzers with greater confidence.
By including temporal properties in our design of secu-
rity policies, we can change our system implementations
in a controlled manner, and turn on restrictive attack re-
silient policies at will, without sacrificing security guaran-
tees. This dynamism also allows us to change back to de-
fault policies after the attack has been mitigated, allowing
us to implement minimal security solutions on a need to
protect basis, and amortize performance penalties. We be-
lieve that this is our unique contribution in the context of
other important research in security for active networks that
explore the mechanisms needed to secure the underlying ac-
tive network infrastructure, language safety issues, and se-
cure bootstrapping etc. One of the major concerns in the
active networking paradigm is how to change software state
on routers “actively” without sacrificing protection guaran-
tees. We believe that dynamic policies will be important
components of solutions to address these concerns.
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