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Abstract App3-info App3-info

App2-info App2-info

Existing operating system (OS) designs provide inade- Appl-info | | Appl-info
guate isolation of user applications from errors that oc-

cur in OS services. If an error causes the failure of an Appl App2 App3 ServerA Servers

OS service, all dependent applications are affected. The
OS design described in this paper ameliorates this problem

by reorganizing OS state in an effort to make OS services ~ ° Lol Lol LD‘;f:' Local
transparently restartable. This is achieved by partitiooi P
Icrokerne

application-related OS state into isolated per-applicati
memory regions. Access to these memory regions is pro-
vided to OS services on a “need-to-know” basis when pro-
cessing application requests. Applications are not alldwe
access to these memory regions for security. This design
helps improve the dependability of the system.

Figure 1. Microkernel OS structure

also exists in other microkernels like L4 ]17], ChorlslI[18],
and EROSI[[20]. While stateless OS services can be safely
. restarted, any server which holds application state ptesen
1 Introduction a serious impediment to system reliability.
o ) ) Our goal is to decouple an OS service from applica-
Computer system reliability is an important concern in ons so that an error in the service does not affect all
today’s WQrId and ha_s fueled a significant amount of recemdependent applications. This is achieved by relocating
research into operating system (OS) structlré [2LL16, 22]. 5o jication-specific state from the OS servers into special

Existing OS designs, however, do not adequately proteCtyer_application memory regions referred to as Server State

applications from runtime errors that occur inside the OS. Regions (SSRs). This is illustrated in fige 2. In the figure,
These errors can be caused by buggy drivérs [9] or by hard-

ware faults. Errors which occur inside monolithic kernels

can potentially corrupt both OS and application data. Mi- SSRB SSRB SSRB

crokernel designs patrtition the OS into smaller components ~ gggra SSRA SSRA

that are mutually isolated. This organization helps to con- L S PR A -~ ApptLeinfo !

tain error propagation and improves the overall reliapilit

of the system. OS services running on microkernels, how- App1 App2 App3 ServerA ServerB
ever, usually maintain state corresponding to application

as illustrated in figur&ll. This creates a tight coupling be-

tween applications and the OS service. For example, if the Local Local Local Local Local
filesystem server in a microkernel such as Minik3I[14] is Data Data Data Data Data
terminated because of an error, all running applicatioas th Kernel

depend on the filesystem also fail. The Minix3 reincarna-

tion server simply restarts the failed service and does not Figure 2. Proposed OS structure

help recover existing applications 113]. This shortcoming



“Appl-info” (originally shown in figure[l), which repre- . | L e 1
: . o SSR > SSR |
sents state information about Appl maintained by ServerA, Temporary !
has been moved from ServerA to Appl's SSR-A. With this Mapping
design, error propagation can be minimized by controlling App for request Server
access to the SSR. servicing
When an application requests an OS service, the kernel Local Data Local Data
grants the server temporary access to the SSR. The server ¢ j
. . . . Request
can only manipulate data in the SSR while processing the >
request. When the server completes processing the request, Kemnel
its permissions to the SSR are revoked. A multi-threaded
server can have several SSRs corresponding to different Figure 3. Servicing a Client Request

client applications mapped in at the same time. For secu-
rity, SSRs are inaccessible from applications. The kernel
can use memory protection mechanisms to manage applica-

- e In our design a server can also be a client to other servers.
tion and server permissions. 9

For example, the filesystem server may be a client to the

If an error occurs during the processing of a request, it . . .
g P 9 d storage server. A memory paging server that provides disk-

is confined to the server's address space and therefore onl . .
. acked memory pages can, in turn, be a client to the storage
affects the SSRs that are currently mapped in. When an . . . . .
server as well. It is possible to architect an entire OS envi-

error is detected, the server is immediately restarted. The : )
.__ronment using such restartable fault-isolated components
kernel preserves SSRs through a restart. After restarting, . ) ) .
An SSR is created when a client first binds to a server,

the server is responsible for detecting corrupted SSRs andand a new SSR s created for every server to which a client
repairing them. If corrupted SSRs can not be transparentlybinds_ While SSRs are created from the client's memory

repaired, error codes are returned for pending requests. Th o0l the kernel sets the memory permissions on the SSR
restarted server seamlessly resumes servicing those- appligO th'at it cannot be accessed b ycgde running in the client
cations whose SSRs were not corrupted. Thus, in our de-_l_h. ! trol | . d); u't ng ! i ! Id '
sign, only a small subset of the dependent applications are IS access control IS required for security since it wou

o otherwise be possible for the client to manipulate data ob-
affected. We assume that a server restart eliminates the er:

ror condition and returns the system to a usable state. Thi§eCtSSSu§ed byctjhetservzr. h lient bind f
technique is similar in nature to a micro-rebddt [5]. S are destroyed when clients unbind from a server.

In a filesystem server, for example, if an error occurs If a client is abruptly terminated, the kernel notifies sesve

when a corrupted disk block is parsed, only the application WhOSQ SSR_S_ are still associated with the client. Se_rvers can
that was reading that file is affected. As soon as the filesys—use this notification to perform any cleanup operations that
tem server recovers from the error by restarting, all other are necessary. . I .
applications can continue to access the filesystem normally When a client binds to a server and initiates a service
The remainder of this paper is organized as follows. We r(_equest, the kernel entgrs a mapping for the SSR into _the
discuss the management of state in sedfon 2. SeBlion 3y|rtual_ memory translatlo_n tabl_es _of_the server before dis-
presents the design of some typical OS services that us atching the request to it. This is illustrated in figlile 3.

SSRs. The dependability characteristics of our proposed he server can now access the SSR gnd use it to store and
manage any client-specific state required to handle the re-

OS structure are presented in secfibn 4. Some additional as- © When th q back to th
pects of our design are discussed in sedflon 5. We compar uest. enthe serversen s:clresponse ackto the process,
he kernel removes the server’s access to the SSR. Servers

our design with some related work in sectidn 6 and conclude i . .
9 i can be multi-threaded and have multiple client SSRs cor-

in sectiorly. . . : S
responding to in-progress client requests mapped in simul-
taneously. In this case, there is a trade-off in terms of the

2 State Management absence of fault isolation between simultaneously mapped

in SSRs.

Our design attempts to protect client-related OS service Some servers can be designed so that they are stateless
state from errors that occur in the OS. It achieves this by and only require state information stored in the current SSR
partitioning this state into individual client-specificjebts in order to process a request. For example, consider a server
and distributing these objects to the clients. These abject that encapsulates a sound card audio output device driver.
are stored in SSRs associated with clients. For example, dnformation such as the audio bit-rate can be stored intlien
storage server that provides access to raw disk blocks car6SRs and this is sufficient to process client requests. Some
store information about outstanding requests such as-prior servers cannot be completely stateless and might req@re th
ity and requested blocks in client SSRs. maintenance of a global view of all client state in order to



process a request. In the storage service example, in addiFilesystem Service: A filesystem server that supports a
tion to the state maintained in the SSRs, the server wouldPOSIX API provides clients with file handles to access
need to maintain a queue of pending requests in order ofa file when it is in use. A server can store the mappings
priority. This global view can be maintained in the server between file handles and filesystem inodes in the SSR
address space as a cache of objects in the client SSRs. Thi®r a client. Additional information such as the current
cache can be maintained and verified during the processingead/write offset (index) in the file can also be stored in the
of client requests. SSR. These details are client-specific and can be used to
A server can attempt to recover from a failure by restart- provide uninterrupted access to files even if the server is
ing. Since SSRs are persistent across server restarts, egestarted.
restarted server can continue to process requests from ex- After a restart, system specific configuration settings
isting clients using the information stored in the SSRs. A such as disk partition information may be reloaded from a
restarted server first obtains a list of all related SSRs from configuration manager service. The objects managing the
the kernel and verifies their validity. A server specific re- buffer cache can be made to persist across the server restart
covery routine attempts to recover invalid SSRs. If an SSR or the cache can be recovered through other techniques such
cannot be recovered, an error is reported to the client thatas those used in Ridl[7].
owns the SSR. Our isolation design ensures that only the Locks which are used to synchronize access to files can
SSRs that were used by the server after the occurrence ogxist in the local state of the filesystem server. SSRs can
the error are affected by it. hold redundant information about file locks held by clients.
If the sever requires a global view of all the SSRs, the When the server fails and restarts, it can re-create interna
cached objects can be re-created during recovery by obdock state from this information in the SSRs.
taining all related SSRs from the kernel. For example, if
the storage server crashes, the order of items in the requedietwork Service: A network service that provides
gueue and job information stored in the server is lost. When TCP or UDP connections can use SSRs to store client-
it is restarted, it can reconstruct the job information and related information such as socket information and port
a new queue order from its SSRs present in clients. Thisnumbers. A server local copy can be maintained in order to
recovery would be completely transparent to clients: they process incoming packets and for queuing reasons. Buffers

would not need to resubmit their disk block requests. for packets may be maintained in the server.
If the server restarts after a failure, it can re-create all
3 OS Service Examples internal state using the information in SSRs. System-wide

configuration settings such as the IP address and routing in-
formation may be loaded from files or a configuration man-
. . - ager service. It can then resume processing outgoing and
services so that 'ghey use_SSRs to manage Cl'ent'SpeC'f'?ncoming packets. Loss of packets when the server crashes
statg. In the previous section, we described hOW_ a storggqs similar to packet loss on the network and can be recov-
service can be designed to use SSRs. In this sectiong g by higher level protocols. An alternative strategy may

}/.\:e W”tl briefly putlmz the ?ESngn for- a 'f['r:n?r serg/g:lg, 4 be to recover buffers using techniques similar to those used
ilesystem service and a network service that use S- forthe filesystem buffer cache.

Our proposal requires designing and constructing OS

Timer Service: Operating systems usually include a . L

timer service which can be used for periodic notifications. 4 Dependability Characteristics

Clients present an interval period when they register with

the service. A timer server can be designed to store this In this section, we examine our design with respect to
information in client SSRs. The service also maintains some of the dependability attributes presented in Avizeni
a local queue of all pending notifications that it uses to et al [2].

service its clients. If the server dies and restarts, the

gueue of pending notifications is lost. The queue can beReliability: In our design, an error in a server can
re-created with the information in all the client SSRs. affect only those clients with which it has communicated
When reconstructing the queue, the server can assumaintil the error is detected and fixed by restarting the server
that the start time for all client periods is the current time The SSRs of these clients may be potentially corrupted,
This ensures that clients continue to receive notificationsbut all other SSRs are guaranteed to be free of corruption.
albeit with a skew due to the queue re-creation. The worstWhen the server is restarted, the clients with valid SSRs
possible skew corresponds to an entire period (or onecan continue to interact normally with it. This transparent
missed notification). This happens when the server fails server recovery improves the overall reliability of the
just before a notification was due. system.



Availability: Since the SSR is allocated out of the client that cannot be made completely stateless, a local redundant
process’ assigned memory pool, the client process cannotopy of the SSR state can be maintained as described in
perform a denial of service attack by issuing requests thatsectio[2. The redundancy also helps in detecting errors. If
result in the allocation of large amounts of OS state. This the copies are inconsistent, an error can be signaled.
helps ensure the availability of OS services. Compared to traditional OS server designs, a small in-
Existing designs such as the reincarnation server in crease in the complexity of server code is unavoidable when
Minix3 ensure high availability by simply restarting man- using our approach. We feel that this is a reasonable price
aged servers when they fail. We take advantage of this techto pay for increased dependability. Our design also incurs
nigue to improve server availability in our system as well.  performance overheads due to the need to switch address
While our initial goal was to ensure that an error in the spaces multiple times within the OS when processing some
server did not unnecessarily affect clients, our desigo als requests. This overhead is experienced by all microkernel
helps with creating robust client applications. A client systems. Our current implementation approach is to make
can request that its SSRs be persisted across client &ilureuse of a single address space with distinct protection do-
and restarts. Since the error that caused the failure cannomains for OS servers in a manner similar to Opal [6] to re-
corrupt the SSR, it can be used to resume an interruptedduce this overhead. Additional performance improvements
session if the client can re-create its internal state usingmay be possible by exploiting architectural features sisch a
other technigues such as persistent memory. For exampletags on memory pages. On the ARM processor, this is sup-
if the SSR holds TCP connection information from the ported by the “domain” concept.

netWOI‘k server, the TCP COI’IneCtion can be resumed Our design does not guarantee Complete recovery from
without interruption after a crash and restart of the client g OS errors. While error propagation is minimized by
This can improve both the availability and reliability ofth  componentizing the OS into services, errors can still prop-
client. agate through the poorly designed interfaces and result in
failures of other components. Such cascading failures may
Confidentiality and Integrity: ~ Our design follows  resultin an unusable system. The chances of successful re-
the “Need-to-Know” security principle. A server only has covery are significantly dependent on error detection faten
access to SSRs for clients which it is currently servicing. cjes. If an error is detected soon after it occurs, the damage
The server is denied access to SSRs of clients which havet can do is limited and the chances of successful recovery
bound to the server but do not have pending requests.are high. Thus, additional improvements in reliability may
Therefore, a subverted server can only compromise thepe obtained by combining our design with techniques for
confidentiality and integrity of data of clients that intéa  early error detection such as SafeDrivel[25]. OS lockup er-
requests after the server has been compromised. rors can also be detected using watchdog tiniers [10]. The
We are currently working on a framework to check the only error detection mechanism available in a direct imple-

integrity of an OS by verifying the integrity of individual  mentation of our design is virtual memory protection that
objects in the system. SSRs can be associated with servegignals invalid memory access errors.

specific checkers that can verify the integrity of the stored  ggRs can be implemented as objects representing mem-
data objects. Encapsulating client-related state in SSRsory pages so that the kernel can easily manage server and
makes i_t easier to identify clients that have corrupted SSRSjiant access to the SSRs through virtual memory permis-
and notify them. sions in the page tables. Allocating SSRs at page granu-
L ) _ i larities may result in inefficient memory usage. This can
Maintainability: ~ Our design also improves the main- e aqdressed by either allocating multiple SSRs within the
tainability of the operating system. Since servers are ¢gme page at the expense of reduced isolation, or by us-

designed to be restartable, server upgrades are a simplg,q f,ture architectural support such as Mondriaan Memory
matter of terminating the old server and starting a New protaction [24].

server. As long as the new server can interpret existing

. . SSR metadata is maintained within the kernel as a table
SSRs for the service, clients would not be affected and there . . . . .
: : ) X associated with process objects. This ensures the security
would be no interruption of service during the upgrade.

of the SSRs and allows the kernel to easily map SSRs into

] ) server address spaces when processing a request.

5 Discussion In addition to the dependability characteristics discdsse

in the previous section, we believe that our OS organization

We believe that separating out client-related state from affords several benefits over existing designs which cou-

OS services in order to achieve our goals is not a difficult ple client state along with server state. Stateless servers

task. The required state can be easily identified from anare likely to improve scalability because they can be easily

analysis of data needed for server recovery. For servicesreplicated onto many processors. This is especially signif



icant for future multi-core processor designs. The explici processes to access and modify associated kernel objects.
separation of client-related OS state can provide simple de This is possible through a design that clearly defines and
signs and easy implementations of process checkpointingexports process related kernel state. While this decouples
and migration algorithms. In order to do this in a tradi- user processes from the microkernel and can allow for easy
tional microkernel, process related OS state informatas h  checkpointing and process migration implementations, it
to be collected from multiple servers that provide system does not address the coupling of user processes with OS

services. services such as the filesystem.
The QuickSilver systeni [12] uses transactions to recover
6 Related Work to a consistent system state after a failure. But server fail

ures are not recovered and clients receive error codes when
they try to communicate with a failed server. Server replica
tion is one approach used to address this issue. Repligation
however, does not help recover from errors due to software
bugs which affect all replicas. In our design, servers recov
transparently to clients and do not require replicationerEh

is a possibility that restarted servers do not re-encouhéeer
bug that caused the failurgl [5]. Quicksilver also provides a
IJ]c_>g manager interface that can be used by servers to store
data required for recovery. But, there is no mechanism that
allows for isolation of per-client state. Also, logging en-
counters substantially more overheads than our lightweigh

The idea of a stateless server is reminiscent of the
original implementation of Sun’s Network File System
(NFS) [19]. One of the reasons for the NFS design is that
it allows for easier recovery in the event of a server being
restarted or a temporary failure in communication. Unfor-
tunately, the stateless behavior of the NFS protocol left it
vulnerable to attack 123, 15]. Our design avoids the forged
credential attacks that plagued NFS because SSRs are ma
aged by the kernel and cannot be forged by clients.

SSR design is different from shared memory. Unlike
shared memory, clients are oblivious to the existence of . )
SSRs. Persistent (across a server restart) memory segmen{gemory isolation approach.

can be used to implement SSRs entirely within a server, but NOOKS [21] increases the reliability of Linux by isolat-
this places the responsibility of protecting individualigs N9 faults in device drivers using virtual memory proteatio

in the server. This also results in reduced SSR securityand by recovering failed drivers. Isolation of Linux device

and eliminates the option of charging SSR memory costs drivers in separate virtual machines has also been explored
to clients. using the L4 microkerne[]16]. OKE[3] isolates untrusted

Chorus [I8] includes support for persistent memory driver_code bqt requires the use ofaspecial.safety enfgrgin
that can be used to store and recover state after a “Hot.compiler. Unlike our approach, these techniques do not iso-
Restart” [1]. But this is not used by the OS and is provided late a|_1d protect cIient-reIgted oS service_state. Howgver,
as a service for applications. Also, these persistent mgmor the driver recovery techniques employed in these projects
regions are not protected from corruption due to server er- &€ also applicable to our design. SafeDrive [25] uses lan-

rors. Minix3 [1Z] also provides the ability to persist state 9u29e based techniques to improve OS reliability by detect-

across a restart using a data store server. As with Chorus/Nd type safety violations. Such techniques complement our

this functionality is not exploited by the OS. approach and further improve the reliability of our design.
SSR access control is different from passing object ca-
pabilities bet\_Neen clients and servers. Unlike capabﬂ@ti 7 Concluding Remarks
SSR access is only granted to predefined servers and is eas-
ily revoked. Also, when an SSR is mapped from a client to
a server, the privileges to the SSR are escalated. This is not We have proposed a technique to provide isolation to
possible with many currentimplementations of capabditie ~ client-related OS service state so that when an OS server
Checkpointing is widely used to recover from software encounters an error, the propagation of the error is limited
failures. The use of OS server checkpoints at every requesto active clients. Additionally, persistence of clientated
is not a feasible solution because of runtime memory copy- state in SSRs allows servers to recover from failures thinoug
ing and kernel interaction overheads. There is also an un-simple restarts.
certainty in the number of checkpoints required to roll back  We have started implementing our design using the
to a correct state. Additionally, all work done since the las Choices OS[I4]. Since submission of this paper, a frame-
checkpointis lost. ERO$[20], which uses complete systemwork that supports state management using SSRs has been
checkpoints to recover from a crash, avoids performancebuilt and several OS services have been rewritten using this
problems by running the checkpointing task in the back- framework. We intend to publish an analysis of our im-
ground. But it is prone to the other mentioned issues with plementation in future papers. Latest information on this
checkpointing. project (CuriOS) can be found on our websitdat p: //
The Fluke [11] and Caché&l[8] microkernels allow user ichol ces. cs. ul uc. edul


http://choices.cs.uiuc.edu
http://choices.cs.uiuc.edu
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