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ABSTRACT

This paper presents a Nooks-like reliability subsystem, De-
fensiveDriving System, in Choices, an OO operating system.
Our system successfully isolates the OS from driver failures
and prevents many types of driver-caused crashes with little
or no change to existing driver and system codes.

Implementing such a system in Choices is an interesting
experience. Choices being written using Object Oriented
paradigm, has a well organized structure and good encap-
sulation of different functionality of the kernel code. Our
interface in Choices is much cleaner and more effective than
that of Nooks for Linux. We show the benifit of building a
system on an OO operating system in our paper.

1. INTRODUCTION

In modern operating systems, kernel extensions such as de-
vice drivers are the major source of failures. For example, a
study at Stanford University found that device drivers have
3 to 7 times the bug frequency as the rest of the OS[6].
There are several reasons that contribute to the high rate of
device driver failures[16]. First, drivers are typically writ-
ten by device manufacturers rather than by operating sys-
tem developers with extensive kernel programming experi-
ences. Second, drivers are frequently created by copying and
editing code templates from existing drivers, often without
complete understanding, leading to subtle bugs. Third, the
kernel programming environment has many unenforced or
poorly-documented conventions about synchronization and
memory access, making kernel-mode programming and de-
bugging challenging. Finally, driver programming often re-
quires understanding the operation of complex asynchronous
devices, their control protocols, and their failure modes. In
the future, it is clear that improving operating system relia-
bility depends on improving device driver reliability, because
the kernel is no longer the primary source of bugs.

On the other hand, device drivers, as part of kernel exten-

sions have become increasingly prevalent in commodity sys-
tems like Linux or Windows. For example, extensions now
account for over 70% of Linux kernel code, while over 35,000
different drivers with over 120,000 versions exist on Win-
dows XP desktops. With the enormous amount of drivers,
we need to find a smart way to tackle the problem with
minimal modifications to the drivers.

In the literature, there are many research topics on improv-
ing extensibility and reliability through (1) the use of new
kernel architectures[7], (2) new driver architectures[18], (3)
user-level extensions[10], (4) new hardware[9], (5) type-safe
languages[2]. However, those approaches have limitations.
For example, although the use of new kernel wrapper can
isolate and protect the usage of driver devices, it does not
support an easy way to recover. Type-safe languages require
rewriting the driver. Some of the approaches require major
modifications to both the kernel and the driver architecture.

For the above reasons, we propose to adopt the approach
that Nooks[16] uses. Rather than guaranteeing complete
fault tolerance through a new (and incompatible) OS or
driver architecture, it aims to prevent the vast majority of
driver-caused crashes with little or no change to existing
driver and system code. In Nooks, for eight kernel exten-
sions they isolated, seven required no code changes, while
only 13 lines changed in the eighth. Nooks isolates drivers
within lightweight protection domains inside the kernel ad-
dress space, where hardware and software prevent them from
corrupting the kernel. Nooks also tracks a driver’s use of ker-
nel resources to facilitate automatic clean-up during recov-
ery[17]. Our approach is similar as the Nooks work because
we want the extension to execute on the current platform
without changes if possible. Also, we will use conventional
language such as C or C++ so that the developers need not
change the programming language, environment, or their
perspective.

We are interested in implementing a scheme similar to Nooks
in Choices[4], an object-oriented operating system. Choices
comprises a hierarchy of frameworks. Frameworks not only
allow the design of layers, but also permit the construction
of more complex structures. The object-oriented operating
system approach builds system software that models system
resources and resource management as an organized collec-
tion of objects that encapsulate mechanisms, policies, algo-
rithms, and data representations. It ensures the encapsula-
tion of kernel data structure. The marriage of Nooks and



Choices would solve the problem of direct access to kernel
data by drivers addressed in section 4 in [16].

Our system implementation is different from Nooks. The
design is more concise and portable than Nooks thanks to
the object oriented design of the operating system. The en-
capsulation of drivers can be easily done by inheriting the
driver class and adding guarding functions in the inherited
class. The creation of protection domain is also straight-
forward since in Choices, domain, stack, heap are already
defined as classes. We will show statistics for our concise
design in Section 5.

In summary, We seek to address the following questions in
this research. What is the minimum requirement (in choices)
for achieving the intra-address space protection? How much
change is required for the kernel and the driver code? How
much performance is lost due to the scheme? How feasible
is to generate the wrapper automatically? The rest of the
paper is organized as follows. Section 2 discusses the works
related to this paper. Section 3 discusses the overall design
of the system and section 4 answers several issues related
to protection. In section 5, we present several experimental
results. In section 6, we compare our approach with that
of nooks. Section 7 presents several future directions and
finally, we conclude in section 8.

2. RELATED WORK

Our project is an extension of Nooks [16] to Choices. Nooks
strives to enhance OS reliability by isolating the OS from
driver failures. This is achieved by implementing a lightweight
protection domain inside the kernel address space, where
hardware and software prevent the drivers from corrupting
the kernel. Nooks was implemented for Linux operating
system, while we plan to improve the reliability of Choices.
Choices is different from Linux in that it is a fully object ori-
ented operating system and hence amenable to additions of
new functionality (like our driver protection scheme). Also,
our design is based on object oriented programming con-
cepts. We use subclass of drivers to achieve the wrapper
functions that Nooks uses.

Microkernel [11] based operating systems achieve reliabil-
ity by minimizing the kernel functionality and executing the
kernel extensions in user space, like normal programs. These
programs communicate with other programs and the kernel
via the message passing interface, provided by the kernel.
The biggest drawback of this approach is the cost incurred
by inter-process communication and extra software complex-
ity in employing fast IPC techniques. Our approach is rather
practical. It applies to existing operating systems, with not
much of complexity being introduced.

Microsoft Driver verifier [13] is another work related to our
approach. Here, all the calls between kernel and the drivers
are wrapped by wrapper functions. These functions check
the calls for any violation. This is a small subset of our
scheme. Our scheme, apart from differentiating the kernel-
driver boundary, also restricts the driver part by enforcing
a lesser privilege. Also, Privilege Level Change [8] based
schemes execute the drivers in lesser privilege mode. Exe-
cution of privileged instructions by the driver will essentially
trap the operating system. One can think of our scheme as

the combination of these schemes.

Hardware memory protection[15] schemes use memory pro-
tection to restrict the device drivers from writing to kernel
memory. These schemes do not address recovery or try to
make an OS recoverable. Software Fault Isolation [14] based
mechanisms inject codes, in to the drivers, that check the
critical instructions and addresses. Such mechanisms have
huge run-time overhead. Safe Language [3] methods rely on
type safe languages that detect bugs at compile time.This
is not applicable to existing commodity operating systems
and device drivers.

Virtual machine technologies [5] have been proposed as a
solution to the reliability problem. They can reduce the
amount of code that can crash the whole machine. Virtu-
alization techniques typically run several entire operating
systems on top of a virtual machine, so faulty extensions
in one operating system cause only a few applications to
fail. However, the guest operating system that had a faulty
extension will still crash. To achieve reliability, multiple
instances of guest operating systems should be running on
the virtual machine and applications should be partitioned
among them. This restricts the efficient utilization of some
features provided by an OS, like fast IPC. Also, if a driver
executes directly in a virtual machine monitor, a fault in the
driver could cause all the virtual machines to halt.

3. SYSTEM DESIGN

‘We propose that operating systems should support execut-
ing drivers in a fault-isolating environment so that a faulty
driver cannot prevent the rest of the OS from functioning.
In addition, we hope to provide this isolation with minimal
changes to the kernel and drivers, to maximize compatibility
with the existing code base. Also, our scheme involves as
little overhead as possible.

31 M ajor components of our system
There are five major components in our system: protection
domains, domain manager, XPC, proxy and exception han-
dling. We will explain their features one by one.

1. Protection domains

Protection domains control the memory access rights
according to different protection levels. For example,
the kernel has read-write access to the entire address
space, while each driver is restricted to read-only kernel
access and read-write access to its local domain.

When the protection domain is created inside the ker-
nel, all the kernel space should be mapped to the new
domain. However, the access to the kernel should be
changed to read-only for the drivers. Only object table
(such as page table) and I/O buffer should be read-
write. Then the protection domain creates its own
stack and heap. For those local data structures, the
accesses are marked read-write.

One example of protection domain is shown in Figure
1. There are two protection domains created. Each
one contains the mapped kernel memory with read-
only access and its own extension area with read-write
access. The drivers in one protection domain only have



read-only access to the other. This ensures the driver
only writes data in the protected area which will be
monitored by Domain manager explained below.

In Choices[4], we identified that the domain class is
very similar as the protection domain we described.
It has the supports for mapping the kernel domain,

several advantages of such design for proxy. First, it
keeps the driver code untouched. Second, on the ker-
nel side, the modification is minimal; we only need to
change the type of driver to the proxy type. Third, the
kernel proxy and the extension proxy are kept together
in a natural way. It helps the programmer understand

adding new memory objects such as stack and heap, the code better.

and changing the access level. We have been using it . .
- . . 5. Exception handling
to realize our protection domain concept.
Inside the proxy, we put the major function call into
a try-catch statement. Thus, even the driver fails, the
proxy can catch the exception and try to deal with it.
In the future, a recovery manager can be added here
to recover the devices from failure.

. Choices .
Ext1: R 3.2 Overall system design
Ext2: R | Kernel memory

Extension 1 | Extension 2
Stack || Heap Stack || Heap
Ext 1: RIW Ext1: R :
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serial COM->getChar()

Figure 1: Two protection domains in the kernel
Kernel Code

2. Domain manager TheKernel->foo()

Domain manager is designed to manage the protec-
tion domain. It involves the creation, manipulation,
and maintenance of lightweight protection domains.
It assigns the same type of drivers to the same pro-
tection domain. In this way, the same type of drivers
can share the resources in the domain and the creation
overhead can be amortized. The domain manager is
placed inside the kernel.

3. XPC

Driver Code

Figure 2: Normal kernel-driver calling sequence

Extension procedure call(XPC) is a kernel service that
transfers mechanism to isolate extensions within the Proxy
kernel. It should support the control flow in both di- getChar() {
rections between extensions and the kernel. OurSeriaICOM->getchar()_i‘;’{itChTOD”"ero; L,
4. Proxy Se”a;?g;:aro
Proxy are required to ensure backward compatibility cateh{
with the device drivers. No changes to both the exten- switchToDriver();
sions and kernel should be done, except some minimal Proxy
one time changes to the kernel. This is achieved by oo ¢
using proxy functions that have the same interface as switchToKernel(); OurKernel-> foo()
the kernel APT and the extension API. “T[TheKemelufoo(; [T
switchToDriver();
Initially, we need two types of proxy functions to inter-
face with the kernel and extension functions as what Kernel D
river

Nooks does[17]. One is kernel proxy called by exten-
sions to execute kernel-supplied functions. The other
is extension proxy called by kernel to execute driver-

supplied functions. Figure 3: Overall view of our scheme

Thanks again to the nice design of Choices, the drivers
are implemented in an object-oriented way. Both func-
tions are provided in the driver class as member func-
tions. Our proxy can inherit the original driver class
to naturally achieve the proxy functionality. There are

The key idea of our project is to achieve isolation of ker-
nel region from the driver region. We achieve this by sub-
classing the kernel and device driver classes which overload



the original methods in those classes. The overloaded meth-
ods perform the domain switching and delegate the call to
the original call. This is illustrated in the Figure 3. Figure 2
shows the normal kernel-driver calling sequence.

In Figure 3, OurKernel and OurSerial COM are instances of
the subclass of Serial COM and TheKernel, the original se-
rial device driver and the original Choices Kernel. As can
been seen in the figure, exception raised by driver code is
caught by the proxy functions. Proxy functions also perform
the following tasks - 1) Checking and verifying the param-
eters. 2) Copying certain kernel data structures inside the
extension domain. 3) Calling the appropriate function call
in kernel (locally) or extension (via XPC).

When the kernel calls a function in a driver, the call is
mapped to a function of the proxy driver class instead of
the actual function. The proxy function switches the do-
main to that of the driver. While switching domain, we
make sure that the kernel regions are included in the new
domain, but with read-only access to it. We also change the
stack pointer to that of the driver’s private stack. Finally, a
change to user mode instruction is executed.

Then the original driver function is invoked. The driver
function now operates under restricted environment. Any
writes to kernel region will result in an exception. Also
illegal instructions cannot be executed by the driver. How-
ever, we make sure that the driver has read-write access to
those specific memory regions it requires to modify (for e.g.
to the memory region UART BASE for the IntegratorSerial
driver).

Kernel
Proxy
{ 1. Change stack pointer
X X 2. Change heap
SwitchToDriver 3. Set kernel region to ReadOnly
4. Load driver domain into MMU
5. Change to user mode
Driver call

. Change stack pointer
Change heap

Load kernel domain into MMU
. Change to kernel mode

SwitchToKernel —

AWN PR

Figure 4: Flow of control in our scheme

Upon return from the original driver function, the stack
pointer is reset to its original value and the mode is changed
to supervisor mode. Also, the domain is changed back to
that of the kernel. During the driver-to-kernel call, exact
reverse process occurs. Figure 4 graphically illustrates the
flow of control during kernel-to-driver call. Also show in the
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|
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Driver call

|

SwitchToKernel
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Figure 5: Fault containment using our scheme

figure are the major steps performed during swtichToDriverDomain

and switchToKernelDomain function calls. Figure 5, illus-
trates how a bug in a device driver is contained within the
boundaries of the protection domain.

3.3 Design Details

This section discusses the details of our design, including
structures and processes implemented to achieve isolation
and reliability. First we describe the entities that are present
in our system, including the data and capabilities of which
they are composed. Second, we discuss the way that these
entities interact with the Choices OS, drivers, and other
entities within our system.

3.3.1 Entities

The following section describes the entities that comprise the
defensive driving system. A high-level UML block diagram
of the system is shown in Figure 6.

o DDomainManager

The DDomainManager class is a singleton class re-
sponsible for the creation and management of protec-
tion domains. When a DDomain is needed, a method
can be called on the DDomainManager instance to ei-
ther retrieve an existing domain, or return a new one.
When a domain is requested, the DDomainManager
queries a hash table to determine if the domain already
exists. If so, it will return a reference to that domain;
if not, it will create a new domain, store a reference to
the domain in the hash table, and return a copy of the
reference. This gives our system the ability to reuse
existing domains for multiple drivers.

e DDomain

Instances of the DDomain class represent an abstract
view of our protection domains. Each DDomain in-
cludes a Choices Domain object — an object that Choices
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Figure 6: UML Block Diagram of the Defensive
Driving System

uses to define a set of memory maps integrated into
one abstract memory area. In addition, DDomain ob-
jects include a set of references to DDriver objects that
utilize the domain. The DDomain provides a central
point for managing all the drivers within a domain,
similar to the way the DDomainManager provides a
way to manage all domains within a system.

DDriver

The DDriver abstract class encapsulates the basic data
and methods necessary for drivers to use the Defensive
Driving system. In addition, it provides an interface
for the other classes in our system to handle drivers in
a uniform manner — an essential detail since drivers in
Choices previously did not implement a common in-
terface, and consequently could not easily be treated
in a uniform manner. Classes deriving from DDriver
— the Driver Proxy Classes — have access to a DDo-
main, and functionality that allows them to switch to
that domain so that they can safely execute existing,
potentially unsafe driver methods.

Driver Proxy Classes

Driver Proxy Classes are classes that are used to adapt
an existing Choices driver to work inside of the Defen-
sive Driving system. These classes use multiple in-
heritance and derive both the DDriver class, and the
actual driver that’s being adapted for use within our
system. This allows us to change the Choices kernel
only minimally — simply instantiate an instance of the
proxy class instead of the original driver class, and
all other interaction with the object is the same since
it implements the same interface that its parent class
does. Extending the DDriver class gives the new proxy
access to a protection domain, the methods required
to switch to it, and the ability to manage it along with
the other drivers that use our system.

In order to reduce the amount of time necessary to
add an existing driver to our system, we have begun
work on a utility to generate the Defensive Driving
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proxy classes that act as intermediaries between the
actual Choices drivers and the Choices Kernel. Having
a reliable and functional proxy class generator would
make preparing existing drivers for use in our system a
very simple matter. After the proxy class is generated
for a given driver, we have only to change the lines of
code in the kernel where the driver is instantiated to
use our proxy, and the driver will run in the context
of our system.

We are building our utility utilizing Elsa, a C++ parser
developed by a student at the University of California-
Berkeley [12]. Elsa generates an Abstract Syntax Tree
(AST) that we can examine to take a more intelligent
approach to developing our proxies. This will provide
us with a more robust and functional proxy-generator
than a simple text substitution approach. For exam-
ple, being able to understand when we are examining
public versus private methods in a driver would allow
us to skip generation of methods that would not be
exposed to the kernel, and therefor not be necessary
to create in the proxy.

Interactions

The basic flow of our system is as follows:

4.

. The Choices Kernel first creates a domain to contain

the memory accessible to a driver using the DDriver-
Manager instance.

. In order to load a driver, the kernel instantiates the

driver’s proxy class, passing in a reference to the do-
main in which it will operate.

. The kernel interacts with the driver as it would have

previously. This time calls made to the driver are first
passed through the proxy.

. The proxy classes methods switch into our protection

domains, and execute the appropriate method on the
original driver.

. After the original driver call returns (successfully or

otherwise), the proxy switches back to the original do-
main, handles any exceptions, and returns control to
the caller.

PROTECTION ISSUES

In this section, we answer several questions to justify our
design.

o - What is the need for private stack? - Stack overflow is

one of the biggest source of bugs in a software. Stack
overflow may lead to silent data corruption, without
generating any signal or exception. In order to pre-
vent a buggy device driver from corrupting a kernel
stack, we insert a private stack within each protection
domain. Every other region in the kernel (except the
heap region of the domain) is made read-only. This
ensures that an access to a kernel region via a stack
overflow will raise an exception.



o - What is the need for private heap?. Like stack over-
flow, heap overflow is another biggest source of con-
cern. By having a private heap, we restrict all the
dynamic allocations performed by the driver to this
region. This way, a illegal write-access to kernel heap
can be prevented.

e - What is the need for user mode switch? - In ARM
processor, virtual memory protection does not apply
to privileged mode. That is, in privileged mode, even
if the memories are marked read-only, the code still
can write to it. In order to achieve full protection, we
need to switch to user mode.

e -How do you limit the access of application to the driver
domain?. The stack and the heap of the driver domain
are added to the kernel region of the memory. This
way, after the driver call returns and the domain is
switched backed to that of the kernel, the application
will have no access to the driver domain. This also
prevents the domain memory from being swapped out.

o -How do you prevent preemption (since the driver code
runs in user mode)?. Though we change to user mode,
we do not enable interrupts.

e -Are the driver and kernel code separated?. No. Though,
this will give us better protection, we did not attempt
this at this point of time.

5. EXPERIMENT EVALUATION

The main purpose of our evaluation is to establish that a)
Our project can successfully catch several common device
driver bugs and isolate the crashes due to them. b) The
performance degradation due to domain switching and other
procedures is minimal. ¢) The fraction of changes applied
to both the kernel and the driver code base is as little as
possible.

We evaluated our design on the Choices[4] OS which runs
on ARM integrator. To make the development and demon-
stration easier, we choose to use QEMU ARM emulator[1].

5.1 Reéliability experiments

First, we studied the driver mechanism in Choices, using
IntegratorSerialDD.cc, the serial device driver, as our base.
Then we wrote dummy device drivers with bugs injected
into them. The four test cases we designed are:

a. stack out of bounds access

=

null pointer dereference
c. corrupting the kernel memory

d. read access to kernel data structure.

The first test case creates an array with 10 elements. But
it tries to assign a value to the 2000th element. Without
the Defensive driving system, the test case is passed suc-
cessfully. However, running within our system, the buggy
code is successfully caught because it is in user mode and it
tries to assign values to the place out of the protection do-
main. We encountered compiler challenges when designing

Unprotected

B Desired Result

DefensiveDriving

Write is prevented,

exception is
enerated, handled
y Proxy.

Successful (bad) Werite prevented.

ald Creates an
Pointe exception, caught 1
by the test function |returning to the test

Exception caught

Creates an
and handled before exception, handled

(bad).. method. by proxy.
Reading from
2L VB Al Successful. Successful. Successful.
g {0
emo Write is prevented,
Successful (bad) Write prevented. Sl ity

enerated, handled
y Proxy.

Figure 7: Summary of test results.

the test case. The smart compiler tries to remove the out-
of-bound assignment because it is not used anywhere else.
‘We solved this problem by creating random numbers in the
array assignments. As a result, it complicates the code and
the compiler does not remove our out-of-bound assignment
anymore.

In the second test case we create a class pointer but do not
instantiate it. Then we attempt to access the member func-
tion on this pointer. Without the DD system, the buggy
code resulted in an infinite loop which crashes the kernel.
With our system, the raised exception is successfully han-
dled inside our proxy and exception messages are printed
out.

The third test case is to set a value in the kernel heap space.
The original system passed the test without any warning
messages. However, our system successfully catches this bug
and generates exceptions.

The last one tries to read some value from kernel heap. It
is not a bug, because driver has read-only access to kernel.
This case succeeds for both the original system and our DD
system. We design this case to show that we do not over
protect the kernel.

Figure 7 shows a summary of the results.

Currently, we injected all the bugs manually. Due to the un-
availability of fault injection tools, we were unable to inject
transient bugs. This is our future work.

5.2 Performance experiment

‘We have tested our implementation on a real machine OMAP
1610 processor from Texas Instruments with 48 MHz CPU.
One important experiment is to measure the domain switch
overhead. We measured the overhead of switching from ker-
nel and then switching back in 1000 iterations. The overhead
is 0.828 second. Therefore, in one iteration, the overhead is
0.828 ms.



We consider the overhead large in the current implementa-
tion. However, it is partially because the implementation of
our system on QEMU emulator got data handler abort ex-
ceptions on the real ARM machine due to the difference in
the Choices for Integrator and OMAP. If this problem can
be fixed, the overhead can be reduced greatly. Also we de-
scribe the future improvement for performance in our future
work.

5.3 Linesof code measurement

Our goal is to improve the existing operating systems. We
would like to show that the changes applied to the driver and
the kernel codes are minimal. Figure 8 shows the ratio of
lines of codes for four categories: the changes in the kernel,
the code size of driver proxies, the code size of the domain
manager and the code size of the XPC. Notice that we do
not change the driver at all. That is why it is not shown in
this figure. The change to the kernel is also very small: only
one line of change.

Choices Kernel Changes=1 XPC=190

Figure 8: Defensive Driving system code distribu-
tion

Figure 8 also shows the lines of codes for our key compo-
nents. It is a very small system. The codes in total are less
than 1000 lines. Although the codes for driver proxies may
increase when we introduce more drivers, these type of code
can be automatically generated in the future. The domain
manager and XPC parts remain small so that they are easy
to understand and maintain.

6. COMPARISON WITH NOOKS

We implemented our Defensive Driving system with Nooks[17]
as a prototype. However, we believe our system has several
differences from Nooks.

First, our target architectures are different. Nooks runs on
the Intel x86 architecture. Our target architecture is ARM,
lying at the heart of advanced digital products, from mobile
phones and digital camera to games consoles and automotive
systems. Embedded systems, based on processors like ARM,
are facing high reliability demands that have never been
required before. The ARM architecture requires us to also
change the privilege mode in addition to the memory access
mode. As a result, when switching from kernel to driver
domain, the program runs in user mode and it cannot modify
the kernel regions which are already marked Readonly.

Second, Nooks is in Linux kernel, while our system is built
on top of Choices [4]. The object oriented nature of Choices

allows for the establishment of well-defined boundaries be-
tween components of Kernel. The concept of Domain in
Choices made it easy for us to create the protection domain.
Moreover, The proxy functions are written as the subclass
of drivers and are naturally invoked when we replaced the
driver object with its proxy object. It leads to a clean and
easy-to-maintain design for our system. Differently, Nooks
modified the standard module loader to bind extensions to
wrappers instead of kernel functions when the extensions are
loaded.

Third, Nooks uses Linux style of signal handling which only
provides error number. Our system utilizes C++ style ex-
ceptions in OS which allow for more robust error handling.
For example, we can incorporate the information of the stack
pointer, PC pointer into the exception object. These data
are useful in the recovery process.

7. FUTURE WORKS

‘We have identified several additions to the base architecture
that we have designed. Specifically, these changes are in the
domain of recovery and compiler-assisted domain switch.

7.1 Recovery

Recovery is the eventual goal of our project. We plan to
achieve this in several ways, based on the type of errors.

e Function re-try - If a crash occurs in the driver func-
tion, we can simply try to re-execute the function, for
a threshold number of times. Transient errors may be
eliminated during the second run.

e Process restart - A more sophisticates scheme is to
restart the process from the last checkpoint.

e Process kill - If the function re-try or process re-start
fails even after the threshold, we can conclude that the
process has some permanent errors, kill the process
and schedule another one.

While recovery, care must be taken to ensure the re-
lease of resources held by the process.

7.2 Compiler assisted domain switch

The domain switch is indeed a costly process. A scheme to
generate customized proxies, proxies whose domain switch
procedure depends on the nature of the real driver call, will
be another worthy addition. For example if a driver func-
tion operates only on its local variables or only reads kernel
region, it might be unnecessary to perform the entire do-
main switch sequence. Using compiler analysis it should be
possible to classify the driver function as read-only or read
write or only local based on whether it only reads kernel data
structures or reads and writes to kernel data structures or
never accesses a kernel data structure. The compiler anal-
ysis will involve inter-procedural alias analysis, which is a
costly proposition. However, we can adopt an approximate
in-accurate strategy (eg. intra-procedural analysis), to cover
at-least some cases, if not all.

8. CONCLUSION

Device drivers have high bug frequency and lead to frequent
OS crashes. The reliability of an OS is largely dependent



on its immunity to device driver induced crashes. In this
project, we strive to contain a device driver bug within an
isolated environment that resides inside the kernel address.
These environments, named protection domains, are asso-
ciated with each driver. During a kernel to driver call, the
current domain is switched to that of the driver domain. In
the driver domain, the kernel memory is given only read-
only access. Also, each domain has its own stack and heap.
Additionally, the processor is switched to user-level. The
original calls to device drivers are replaced by proxy calls
and the bug in a driver code is caught by exceptions handled
within the proxy. Such a scheme can be implemented with
minimal changes to the existing kernel and driver code. Us-
ing the scheme several bugs, like stack overflow, null pointer
access etc, were caught and handled successfully. We also
have identified several future directions.
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