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1 Introduction
Modern operating systems must provide time-
sensitive performance to networked multimedia ap-
plications. Traditional architectures for networking
subsystems in operating systems ignore the temporal
requirements of real time multimedia data like video
and audio. For example, video frames received from a
networked multimedia source must be displayed at a
given frame rate within certain jitter bounds in order
to achieve acceptable playback quality. When packets
arrive at the network interface, data delivery to the
application level is commonly first-come-first serve.
Other traffic streams that are not time-sensitive, such
as file transfer streams, compete for message handling
time with real time data in the network subsystem.
This leads to large skews and extreme jitter observed
by the multimedia application presenting the data in
the presence of interfering data streams.
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Figure 1: Experimental setup for presentation jitter
measurement.
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Figure 2: Single video stream and multiple interfering
greedy TCP streams.

typical 10 frame per second (fps) video application
in the presence of interfering greedy! TCP streams
for a BSD-like protocol stack. We define presen-
tation jitter here as the difference in the times at
which subsequent frames are presented to the appli-
cation after traversing the system’s network protocol
stack. The experimental setup (figure 1) consisted
of a Sun Sparcstation 20 running the uChoices op-
erating system([1] in virtual mode[12], similar to the
Hive operating system in SimOS[10]. pChoices in-
cludes the z-Kernel[7] protocol stack as part of its
network subsystem. The z-Kernel is similar to tra-
ditional protocol stacks that do not include explicit
support for continuous media. The experiment con-
sisted of a video source sending to a video client at

1These streams attempt to send as much data as possible;
hence “greedy.”



Video Application || No. of TCP Streams
Statistics 0o [ 1] 2] 3
Maximum jitter (ms) || 103 | 114 | 119 | 130
Minimum jitter (ms) 94 85 79 77
Jitter variance 1 11 49 80

Table 1: Presentation jitter statistics for a 10 frame
per second video application in the presence of inter-
fering TCP streams.

a rate of 10 fps on a 10 Mbps Ethernet. Figure 2
depicts the results graphically, while table 1 tabu-
lates the jitter statistics. A separate measurement
indicated that network level jitter of video packets
received directly off the network interface without go-
ing through protocol processing was only a maximum
of 5.2% of the presentation-level jitter with 3 inter-
fering TCP streams. The results clearly show that
traditional network protocol processing systems do
not adequately support networked continuous media.
Indeed, efforts to boost the performance of OS net-
working have so far been limited to affecting higher
throughput[4, 5].

In this paper, we examine what is required for the
support of time-sensitive data in the network sub-
system of a general purpose operating system. The
environment we consider is one of workstations con-
nected to an Asynchronous Transfer Mode (ATM)
network. We have implemented our design in the
network subsystem of the pChoices object-oriented
operating system. Our experience shows that proper
architectural decisions in the design of the network-
ing subsystem are necessary to support time-sensitive
real time video and audio. Experiments show close to
fifteen-fold improvements in reducing jitter variance
between video frames in the presence of interfering
non-real time data streams.

2 Network Subsystem Archi-
tecture

Packet Demultiplexing Arriving network pack-
ets consume CPU resources for message and protocol
processing. It is thus crucial that the system differen-
tiates between packets belonging to different streams
as early as possible. Emerging network technologies
such as ATM networks use connection identifiers (vir-
tual channel identifiers or VCIs) that are accessible
at the link level. Much other work also recognize
the value of this so-called “early-demultiplexing” of

incoming packets[5, 2]. In wpChoices, VCIs repre-
sent end-to-end application communication. Logical
streams are always mapped to unique VCls, thus a
continuous media stream is always distinguishable at
the network device interface level from other non-time
constrained streams.
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Figure 3: The 4.3BSD and System V Streams Net-
work Subsystem.

Interrupt Processing The network subsystem
must make use of VCI information in order to priori-
tize the handling of data packets. Traditional proto-
col stacks for systems such as the BSD[11] and System
V Streams[3] variants of UNIX, shown in figure 3, fail
to do so. In BSD, the device interrupt handler places
the new message into a per-protocol input queue. In
Streams, the device interrupt handler inserts the mes-
sage in the Streams queue and puts the queue on a list
of queues requesting service. In both systems, a de-
vice interrupt on a network device causes the system
to post a software interrupt (software interrupts run
when no higher priority device interrupts occur). In
BSD, the software interrupt handler processes mes-
sages put into the per-protocol input queues in a
first-in, first-out basis. The Streams sofware inter-
rupt handler similarly processes messages on a queue
by queue basis. This approach has several limita-
tions. An urgent message representing a video frame
may not overtake a low priority message in the queue.
Relative urgencies are not communicated to the level
of the software interrupt handler.

The needs of multimedia networking call for pri-
oritizable message processing. The z-Kernel[7] ar-
chitecture, depicted in figure 4, associates a thread
of execution with each message. Threads shepherd
messages up the protocol stack, which is made up of
protocol objects and session objects. Protocol objects
in the z-Kernel encapsulate shared data for network
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of individual connections at each level of the protocol
stack. A “thread-per-message” model simplifies the
task of scheduling and prioritizing message handling
and protocol processing. However, the z-Kernel envi-
ronment removes concurrency and the need for syn-
chronization by making the subsystem a monitor in
which only one thread may execute simultaneously.
Since the monitor is non-preemptable, this leads to
priority-inversion problems when a thread of higher
priority becomes ready to execute while a thread of
lower priority is executing within the monitor. Finer
grained synchronization may be obtained in the z-
Kernel by removing the monitor constraint, however,
since messages are propogated up the protocol stack L AtmDriver ______ VCForeAtmApiDriver
with the Demuz operation (see figure 4) on proto-

col objects, locks are required to synchronize access  NetworkClient

between multiple connections to shared state in the
protocol objects.

device interrupt

Figure 5: The uChoices parallel network architec-
ture.

e the specification of Quality of Service (QOS) pa-
rameters and its mapping into the framework’s
model.
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1 Choices Network Architecture The uChoices

network architecture is based on Figure 6: NIF class hierarchy.

e virtual connections as end-to-end application

communication
, Network Inteface Framework The NIF in

e early demultiplexing in the Network Interface yChoices is an object-oriented software architecture
Framework (NIF)[9] with ATM virtual connec- that supports low latency notification of received
tion identifiers, packets with flexible data placement and buffer ex-

change policies. It provides the basis for the “thread-
per-message” mode of message handling and its inte-
gration with the uChoices’s process management and
scheduling subsystem. QOS specifications for connec-
tions are mapped into NIF parameters such as:

e the use of a “thread-per-message” model of mes-
sage handling, similar to the z-Kernel,

e a parallel protocol stack,

e the integration of shepherd thread execution
with the system’s process management and
scheduling system, and e number of shepherd threads, and

e size of receive and transmit buffer pools,



e thread scheduling parameters, eg. priorities, or
periods and deadlines.

Figure 6 depicts a portion of the class hierar-
chy for the NIF. Support is included for “late-
demultiplexing” networks like Ethernet with concrete
subclasses of the abstract classes EthernetDriver and
EthernetClient, and “early-demultiplexing” networks
with the ATM subclasses.

Protocol Processing The NIF imposes no partic-
ular structure on the higher-level protocol process-
ing system. Unlike UNIX, where protocol process-
ing is performed at software interrupt time, proto-
col processing in uChoices is accomplished through
fully preemptable threads dispatched within the NIF.
Protocol implementations can thus block and include
synchronization constructs such as semaphores, per-
mitting greater flexibility in the implementation of
network protocols. We are building parallel versions
of IP, UDP and TCP. These implementations contain
no shared state between connections. No locking is
needed for the access of shared variables. This com-
pletely eliminates the priority inversion problem due
to locks around shared state variables during proto-
col processing. In addition, the stack is suitable for
multiprocessor implementation. Threads from sepa-
rate connections can execute inpendently on different
CPUs without interfering with one another.

Scheduling The “thread-per-message” model of
message processing introduces potential concurrency
problems and possible race conditions in protocol im-
plementations. The integrated network and process
subsystems in pChoices allows users of the network
subsystem to limit the number of simultaneously ac-
tive threads in a connection. By having only one
active thread per connection at any time, protocol
implementations can eliminate the use of expensive
locks and other synchronization constructs.

Protocol Stack Location pChoices locates the
protocol stack within the operating system kernel.
While the major arguments for user-level protocol li-
braries have been for ease of maintainence and de-
velopment, we note that pChoices runs in virtual
mode specifically for the purposes of system proto-
typing. We have found this approach to be very ben-
eficial in the development of the operating system
itself and this argument naturally extends itself to
the protocol processing framework. A kernel imple-
mentation also facilitates the integration of schedul-
ing with the NIF that would not be easily attainable

at the application-level. In other work, we developed
customizable message passing frameworks[8] that al-
low users to tailor parts of the message system in
application-specific ways. We intend to extend these
ideas to the network subsystem. Finally, kernel im-
plementations avoid many performance overheads in-
curred by user-level implementations, for example [6].

3 Results
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Figure 7: Experimental setup for presentation jitter
measurement with ATM protocol stack.

Video Application No. of TCP Streams

Statistics 0 [ 1 ]2 ] 3
Maximum jitter (ms) 102 | 105 | 119 | 120
Minimum jitter (ms) 94 91 90 89

Jitter variance 1 5 6 6
Improvement 1.0 | 2.2 | 82 | 14.8
(old variance/new variance)

Table 2: Preliminary presentation jitter results for
the use of end-to-end ATM VCI application com-
munication over TCP/IP, early demultiplexing, and
static priority scheduling in the uChoices network
subsystem.

Preliminary results were obtained with a version of
1 Choices running in virtual mode on a Sun Sparc-
station 20 with the Fore SBA-200 series of ATM
adapter boards on a Fore ASX-200 based ATM net-
work of Sparcstations. We repeated the presenta-
tion jitter experiment described in section 1 with



early demultiplexing based on ATM VCIs. TCP/IP
in the z-Kernel protocol stack was extended to use
ATM virtual channels as end-to-end application com-
munication. Although the protocol stack executed
in z-Kernel monitor-mode, static priority was used
for thread scheduling. Threads for the 10 fps video
stream always ran at a higher priority than the other
greedy TCP threads. The results are summarized
in table 2. Compared to the vanilla network pro-
tocol stack, improvements are seen in both mini-
mum and maximum jitter, as well as jitter variance.
Since threads for the video data stream always run
at a higher priority than threads for the greedy TCP
streams, the presentation jitter is limited to priority
inversion caused by at most one non-real time thread
executing within the protocol stack when a real time
thread becomes ready.

4 Conclusion

Network jitter in modern ATM networks is relatively
negligible. Presentation level jitter arises from mul-
tiple data streams competing for message processing
time within the operating system. Application writ-
ers have traditionally had to explicitly buffer video
and audio data in order to reduce jitter. As trans-
mission rates and video resolutions increase to high
definition standards in the future, such buffering will
become increasingly costly. Secondary effects such
as decreased memory reference locality due to the
larger buffers may also negatively impact system per-
formance. The sensible alternative is for the operat-
ing system to handle efficiently networked continuous
media.

Without recognizing QOS parameters in network
connections and without appropriate structural con-
siderations, the network subsystem cannot ade-
quately support multimedia traffic. pChoices’s net-
work subsystem is designed to reduce cross interfer-
ence between competing message streams. Thread
scheduling for the “thread-per-message” style of mes-
sage handling ensures proper prioritization of incom-
ing packets. A parallel protocol implementation elim-
inates possible priority inversion due to locking. The
preliminary results presented in section 3 show that
the approach is indeed tenable. We expect that the
full framework, including completely parallel proto-
col stacks and real time scheduling policies, such as
Earliest Deadline First, will significantly minimize
presentation jitter in situations where multiple real
time streams with different QOS parameters execute
in parallel with non-real time streams. We also in-
tend a full evaluation of the subsystem’s efficiency in

multiprocessor environments.
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